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As an end-to-end Communications Solutions Provider we bring true harmony to the 

telecommunication service life cycle. Considering the ever-evolving landscape of this 

industry, where very large companies are being bought and sold at alarming rates and 

networks are attacked at unprecedented rates,  

 

 

 

Exhibit 1-3. Telecommunications Synergy 
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service. Exhibit 1-4 provides a high level overview of the MetTel network architecture. 

 

 

 

 

Exhibit 1-4. MetTel Network Architecture  

Point of Presence (POP) Architecture 
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Exhibit 1-5. MetTel POP Architecture 

Protecting Our Network 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

Agency Connections 
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to offer substantial reach and performance from a single provider and management 

platform.  provide multi-homed network 

connectivity. This approach enhances the security and resiliency of the network. 

 

 

 

 

 

 

 

Exhibit 1-7. MetTel Network Access Architecture 

POP Embedded Services Architecture 

 to enable superior quality of 

experience for IP based services, the connectivity between the networks as shown 

above allows for shortest path access for all agencies.  
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Exhibit 1-8. Embedded Services Architecture 

Service Management Architecture 

The MetTel EIS Portal provides a single interface into Billing, Services, Reporting, 

Ordering, and Help Desk information.  

 

 This 

latest-technology implementation provides a resilient architecture that scales as the 

MetTel customer base expands.  

 

 Exhibit 1-9 illustrates the logical architectural 





General Services Administration (GSA) 
Enterprise Infrastructure Solutions (EIS)  

Vol. 1 Technical  RFP No. QTA0015THA3003 1-13 
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this proposal. 

requirements. 

1.1.1 MetTel EIS Portal 

The MetTel EIS Portal is central to the MetTel service management architecture. 

 

 

 User access is based on user 

roles defined by the Agency   

 

 

 

 

 

Agency access to the 

MetTel EIS Portal is established during the on-

boarding process. MetTel and the Agency establish 

the proposed implementation plan and escalation 

roles and responsibilities. We provide training for 

Agency users and administrators. Staff authorized 

to order new services or add inventory to an 

existing service (i.e., adding phone lines) use the 

ordering functions shown in Exhibit 1-10. 

Program Management 

The MetTel EIS Portal supports the Program 

Manager and Agency  
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Exhibit 1-12. Trouble Ticket Management 

Network Monitoring and Management 

This function provides the Agency access to MetTel’s real-time monitoring on the 

MetTel EIS Portal. Agencies have  

 

 Users have  
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Exhibit 1-13. Network Monitoring and Management 

Billing 

The MetTel EIS Portal provides a complete consolidation of invoices and interactive 

analysis of current and historic charges. All bills are available in PDF/print format and 

EDI using X12 standard formats and other formats as specified by an Agency,  

 including flat files to allow for 

streamlined upload to internal systems. MetTel’s NCS team partners with the Agency to 

define the specific elements to be included in the electronic bill and implement the 

internal accounting structure throughout MetTel’s billing system.  
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Exhibit 1-14. MetTel EIS Portal Billing Summary 

MetTel provides comprehensive, flexible solutions designed to scale with Agency 

objectives. We have a demonstrated ability to consolidate and control 

telecommunications expenses for Government Agencies  

 and large commercial organizations  

. Our engineers and service management 

specialists provide the network resources and managed services specified in a Task 

Order and ensure Agency network services are cost-effective, compliant with EIS 

requirements, and manageable through the MetTel EIS Portal. We guide Agencies 

through every stage of transition, from mission inception to full operational capability on 

our industry-leading converged network. 

Upgrades and Enhancements 

MetTel embraces the evolution of technology to find the most effective and reliable 
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services for our customers. We were formed in 1996 to provide seamless, multi-carrier 

telecommunication services to leading commercial and Government organizations. We 

have effectively and efficiently deployed reliable, resilient traditional voice service to our 

expanding customer base. As convergence began to evolve in public and private IP 

networks,  

We consider customer privacy and security a top priority and therefore security 

of our infrastructure and security monitoring are key components of our development. 

 

 

 The MetTel core network is the foundation for EIS 

services as well as the extension and deployment of upgrades and enhancements to 

our products and services.  

 

 

 

 SD-WAN dramatically simplifies the customer’s WAN by delivering 

virtualized services to branch offices and mobile users everywhere. MetTel leverages 

enterprise-grade performance, visibility, and control over both Internet and private 

networks.  
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Managed Hybrid WAN 

Public, private, and hybrid cloud services, mobility, machine to machine (M2M) 

unified communications/ collaboration, the Internet of Things (IoT), digital signage, 

ubiquitous Wi-Fi access, and other next-generation workloads require levels of 

bandwidth and availability beyond the capacity of legacy enterprise networks. 

 

 

 

 

  

MetTel Bonded Internet Service 

MetTel  
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MetTel  to better serve Agencies with expanded service. We 

continue to implement new and leading-technology services that enhance the Agencies 

experience, provide more effective network and bandwidth management, and provide 

cost savings and improved bandwidth utilization for our customers. 

1.2 Quality of Services [L.29.1 (B), M.2.1 (2), C.1.8.2, C.1.8.3] 

The MetTel solution for EIS is built on 20 years of experience as  

 in the market. MetTel established strong, 

sound, seasoned relationships with most of the local, national, and international 

providers to provide Government users with fully compliant services managed from a 

single source as well as, scalable, reliable, and resilient EIS services.  

 

 

 

We provide  

. The MetTel network accommodates and optimizes an Agency’s 

Exhibit 1-17. Example CoS Implementation 
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The MetTel network protections start at our perimeter with our firewalls (described in 

further detail below) in fully redundant configurations. These protections deny by default 

any traffic not permitted on the MetTel network.  

 

 

 

 

Policies, Procedures, and Awareness 

To protect our infrastructure resources, we developed a comprehensive series of 

security policies and procedures,  

 Our 

rigorous awareness and training program ensures our security staff is well equipped to 

manage today’s complicated cyber-threat environment. Regular training and exercise is 

a mission-critical component of our security methodology.  

Physical Defenses 
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Internal Network 

Like all enterprises, insider threat is the single greatest threat to MetTel’s internal 

network. We counter insider threats by performing enhanced background examinations 

of our staff members and following the Federal background investigation protocol 

specified in the GSA EIS RFP.  

 

 

 

 

 

Servers 

 

 

 

 

 

 

 

All unauthorized access 

attempts are highlighted in the log analysis report and immediately investigated.  

 




