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Exhibit 2.1.1-2. MetTel MPLS Core VPNS Backbone 

MetTel delivers our VPNS using our . Our 

VPNS uses a private, dedicated infrastructure to establish RFC 4364 MPLS VPNs that 

enable large-scale deployments while minimizing the complexity usually associated with 

private lines and other VPN technologies. MPLS combines the performance and traffic 

management capabilities of Layer 2 switching with the scalability and flexibility of Layer 

3 routing. MetTel separates customer traffic by VPN (defined by a VRF per RFC 4364 

and RFC 4381 for VPN security), which results in a network that provides security 

equivalent to a Layer 2 network combined with scalability, advanced IP features, and 

fully meshed connectivity of a Layer 3 network. Exhibit 2.1.1-3 shows an example of 

the flexible connection architecture of MetTel’s VPNS with fully or partially meshed 

locations—each site with unique access methods and performance requirements. 

 

 

 

 This standards-based 
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approach allows us to select the best partner for price and performance  

 

 

 

MetTel optimizes an Agency’s applications using Class of Service (CoS) markings, 

which provide accurate and consistent transport with traffic prioritization and cost-

effective use of network bandwidth. QoS on the MetTel VPNS supports prioritization of 

traffic for services such as voice, video and multi-casting, business-critical traffic such 

as voice and data, and non-critical traffic such as email.  

The MetTel MPLS private network accommodates and optimizes an Agency’s 

applications to ensure accurate and consistent prioritization of traffic.  

. Exhibit 2.1.1-4 shows an example of how these classes can 

be defined to prioritize and control traffic across the MetTel VPNS. 

 

Performance measurement and reporting are integral to the MetTel converged 

network.  

 

 

 

 Exhibit 2.1.1-5 shows an example of the detail 

and real-time display of KPIs through the MetTel EIS Portal. 
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Exhibit 2.1.1-5. Link and Traffic Monitoring 

Remote access VPNs use FIPS 140-2 compliant devices and clients to ensure 

security and functional requirements of the Task Order are met. Various remote 

connections are supported, including compliance with NIST 800-46 Rev. 1 for remote 

access/telework security. Connections can be Wi-Fi, wireless, broadband, and 

dedicated access to meet Agency requirements. Our high-speed IP-enabled backbone 

is standards-based and conforms to all EIS RFP requirements for the VPNS C.2.1.1.1. 

Functional Definition. 

2.1.1.1.2 Standards [L.29.2.1, C.2.1.1.1.2]  

Our VPNS supports all the standards defined in C.2.1.1.1.2 and provides trusted and 

secure VPNs. Trusted VPNs use the standard MPLS separation provided by Label 

Switched Paths (LSP) and VRF/BGP separation and routing. Secure VPNs are provided 
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2.1.1.1.5 Features [L.29.2.1, C.2.1.1.2] 

High Availability Options 

MetTel provides high-availability options for VPNS using the AAs as defined in 

Section 2.1.5 and Service Related Equipment (SRE) configured to provide load sharing, 

failover protection, and diverse access points to MetTel POP(s). The following sections 

describe our approach to providing the required high-availability options. 

1. Load Sharing 

 

 

 

 

 

 

  

Exhibit 2.1.1-9. Load Sharing Configurations for VPNS 

 

2. Failover Protection 

Failover protection is provided using two circuits to the MetTel network and two 

SREs. Routing protocols such as BGP and EIGRP weigh the two connections and 
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choose the available primary or high route and switch to the alternate on failure. Several 

options, depending on customer requirements, are available for weighting criteria such 

as round robin or calculated load. When the high path becomes operational, routing 

resumes using the highly weighted path. Failover protection is enhanced with the 

second or alternate circuit connected to a second MetTel POP. Exhibit 2.1.1-10 

provides an example of failover protection showing redundant connections to a single 

POP or optional redundancy to multiple geographically diverse POPs. 

Exhibit 2.1.1-10. Failover Configurations for VPNS 

3. Diverse Access Points to MetTel POPs 

Diverse access points to MetTel POPs are used in implementation of failover and 

provide separate physical paths to the MetTel POPs. Circuits can be run to separate PE 

routers in the same POP or to physically separate POPs. Routing mechanisms such as 

BGP or EIGRP are used to select the alternate path if the primary path is not available. 

Exhibit 2.1.1-11 shows sample configurations for both types of diverse access to 

MetTel POPs. 
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Exhibit 2.1.1-11. Diverse Access Points to MetTel POPs for VPNS 

 

 

 

 

 

 

 

2.1.1.1.6 Interfaces [L.29.2.1, C.2.1.1.3] 

The SRE for VPNS provide all the mandatory UNIs defined in RFP C.2.1.1.3.  
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2.1.1.1.7 Performance Metrics [L.29.2.1, C.2.1.1.4] 

Our embedded performance collection and management capabilities provide real-

time and historic reporting of the Acceptable Quality Levels (AQL) of KPIs for the VPNS. 

 maintains and reports latency and availability via the Management and 

Maintenance element of the MetTel EIS Portal, and the Trouble Ticketing element of the 

MetTel EIS Portal maintains and reports time-to-restore. 

 




