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through the MTIPS architecture. The MTIPS architecture includes firewalls, DNS 

security, e-mail security and the DHS EINSTEIN enclave devices. Encrypted traffic is 

also decrypted and inspected by this suite of devices via certificate loading at the PA’s. 

 

 

 

Any additional policy or standards required by the PA will be made part of the 

contract so that the PA continues to perform to the standards and remains compliant. 

MetTel will submit a technical approach and schedule for proposing these new 

requirements to the CO as per the contract modification guidelines identified in EIS RFP 

Section J.4. 

GSA and the Department of Homeland Security (DHS) jointly developed the 

requirements for the EIS Trusted Internet Connection Access Provider (TICAP) service. 

The high-level functional components include: 

 Redundant Internet access 

 Hosted EINSTEIN enclaves 

 A Security Operations Center (SOC) 

 MTIPS transport and services 

MetTel and Raytheon have teamed to provide an ICD 705 compliant Sensitive 

Compartmented Information Facility (SCIF) for harboring and processing classified 

material. 

The TIC architecture provides a PA centralized secure Internet access point that an 

entire PA can use from any of the Core Based Statistical Area (CBSA) locations. The 

MTIPS solution provides security services on top of the TIC solution to the PA’s. This 

allows the PAs to comply with OMB guidance on Trusted Internet Connections. The 

services include an EINSTEIN enclave providing customized threat mitigation, analytics, 

and network flow capabilities; e-mail inspection; encrypted traffic analysis; URL filtering; 

firewall protection; and DNS filtering for the PA’s Internet connection traffic. 

The MTIPS Security Operations Center (SOC) monitors all of the equipment to 

proactively detect malicious activity and remediate threats that are found. Additionally, 
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this service is available to the PAs for monitoring their alerts by Raytheon Foreground 

Security.  

It is understood that the MTIPS system is subject to periodic DHS Cybersecurity 

Compliance Validation (CCV). DHS is responsible for the “Compliance and Assurance 

Program (CAP)”. The CAP employs a collaborative approach and measures, monitors 

and validates the implementation of cross-government initiatives and assesses cyber 

risks. Under CAP, the MTIPS subscriber agencies shall complete an annual 

Cybersecurity Compliance Validation (CCV) self-assessment and DHS will conduct an 

on-site CCV every three years. MetTel, as a MTIPS contractor, will participate in an 

annual DHS led CCV assessment. 

The MTIPS instantiation that the MetTel team is offering is fully compliant with the 

DHS MTIPS requirements. Each node is architected with security, redundancy, failover 

and performance in mind. Multi-site redundancy allows the MTIPS enclave to provide 

continuous operations, even with regional disruptions.  

 

 

 performance is continuously 

monitored by the MetTel NOC to ensure that Service Level Agreements with the PAs 

are being maintained and reported. 

2.1.11.1.2 Standards [L.29.2.1, C.2.8.4.1.2] 

The MetTel team will comply with all the current and future regulations, policies, 

requirements, standards, and guidelines for Federal U.S. Government technology and 

cyber security and within 90 days of EIS award, will deliver a plan for adoption of 

applicable standards. The MetTel team will submit an updated plan to the CO within 90 

days of issuance of new TIC/MTIPS capabilities or policy changes. MetTel will respond 

to new document versions, amendments, and modifications which may include 

minimum expectations for identified MTIPS-specified security services. 

Specific national policies include, but are not limited to: 

 NS/EP requirements include a wide range of Executive Orders, Presidential 

Directives as promulgated by the Executive Office of the President, the Director 
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of Homeland Security, the office of Emergency Communications and other 

government entities. 

 OMB Memorandum M-05-22 which directs that agencies must transition from 

IPv4 agency infrastructures to IPv6 agency infrastructures (network backbones). 

For agencies with an IPv6 network (and those implementing IPv6 networks) with 

IPv4 legacy support, the MetTel solution(s) will maintain functionality and fully 

understand and will comply with NIST SP 500-276. MetTel acknowledges and 

fully understands that all systems, software and equipment supporting the 

Participating Agency network and its services will handle IPv6 in an equivalent or 

improved way than current IPv4 capabilities, performance and security. MetTel 

acknowledges and fully understands not to deploy systems, software and/or 

equipment in support of the EIS which does not meet the IPv6 requirement. 

MetTel further acknowledges and fully understands that all network management 

within the A&A boundary for the EIS will be enabled for IPv6. 

 OMB Memorandum M-09-32 “Update on Trusted Internet Connections Initiative” 

and will exercise full due diligence in successfully integrating the National Cyber 

Protection System (EINSTEIN) deployments, effectively synchronizing with US-

CERT and OMB Memorandum M15-01. 

 Office of Management and Budget’s (OMB) Trusted Internet Connections (TIC) 

initiative (M-08-05). 

2.1.11.1.3 Connectivity [L.29.2.1, C.2.8.4.1.3] 

The MetTel team’s MTIPS connects and interoperates with the following: 

 The Public Internet 

 EINSTEIN Enclave 

 Global Response Loop to US-CERT with a cross-agency view that allows for 

coordination across TIC Portals. 

 Rapid Response Loop from DHS to agency communications for the 

dissemination of threat/events to/from the Agency. 

 Other Agency IP networks via External or Internal connections 
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Exhibit 2.1.11-5. MPLS VRF Path Isolation 

By default, MetTel will route all of the PA’s traffic to the primary MTIPS portal. Each 

portal is configured with a PA specific configuration for the security services chosen. 

Internet bound traffic can reach the Internet via the primary MTIPS Portal, with the 

alternative MTIPS portal configured as a warm back-up, in case the primary MTIPS 

portal fails. Using standard Border Gateway Protocol (BGP), traffic from the PA’s 

Customer Equipment (CE) router is routed to the primary or secondary MTIPS. In the 

event the primary MTIPS Portal becomes unavailable for any reason, the BGP session 

will then announce the PA’s routes to a second MTIPS Portal. MetTel will determine the 

primary and secondary MTIPS Portal for the PA based on capacity, distance, and 

preference. Load sharing based on IP address can also be accommodated.  

 

 

 

 

 

Traffic follows the paths detailed above before entering the MTIPS system detailed 

below in Exhibit 2.1.11-6. 
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Exhibit 2.1.11-6. TIC and MTIPS connections to PA’s 

The MetTel team’s MTIPS architecture, illustrated in Exhibit 2.1.11-6, is built to 

meet all of the MTIPS mandatory service requirements as well as provide easy 

expansion for the optional services. It adheres to all applicable federal and agency-

specific IT security directives, standards, policies, and reporting requirements. Future 
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regulation, policies, requirements, standards, and guidelines will have a plan of adoption 

developed within 90 days of notice. 

The MetTel team’s MTIPS architecture uses a combination of the security industry’s 

best commercially available technologies to implement the MTIPS requirements. As 

traffic traverses the MetTel MPLS network and MTIPS system, it is kept logically 

separate using Virtual Routing and Forwarding (VRF) and Virtual Local Area Network 

(VLAN) technologies to maintain separation of PAs. Traffic originating from, or destined 

to the PA’s network will be tagged with an agency specific VLAN and encapsulated in a 

VRF.  

 

 

At the MTIPS border, traffic is identified using the PA’s VLAN tags and routed to the 

appropriate services for that PA. Central to the MTIPS design is an intelligent tap/packet 

broker that directs traffic to the appropriate services. This broker also provides failsafe 

operation should failures occur in the DHS GFP or MTIPS systems. IP addresses will be 

examined to detect and filter spurious/non-agency traffic, which will generate an alert 

sent to the SOC, as well as to DHS. All of the PA’s Internet, Extranet, and inter-agency 

traffic will be directed to the EINSTEIN enclaves while in transit.  

Other services, provided by the MTIPS system are stateless firewalls, DNS 

firewalling, and mail filtering and sanitization. The firewall can provide URL filtering, and 

SSL interception and decryption. This enables the encrypted traffic to be analyzed for 

suspicious patterns that might indicate malicious activity. The firewall will operate in a 

stateless fashion, providing support for asymmetric traffic routing. The e-mail filtering 

system will detect domain level sender forgery, as well as other malicious intents. The 

mail services also offer a level of Data Loss Prevention for the PAs upon request. DNS 

caching services will provide filtering of DNS queries and validation of DNS Security 

Extensions for signed domains for MTIPS subscribers. Raw packet capture will also be 

provided, according to the PA’s requirements. The MTIPS architecture fully supports the 

Federal Video Relay Service for the deaf. 

Alerts from a PA’s traffic will be consolidated via connector and logger appliances for 

delivery to the SOC. 



General Services Administration (GSA) 
Enterprise Infrastructure Solutions (EIS)  

Vol. 1 Technical  RFP No. QTA0015THA3003 1-15 
Use or disclosure of data contained on this page is subject to the restrictions on the title page of this proposal. 

Location and system architecture transport SLA KPI performance is measured 

without the impact of delays within DHS GFP being counted against the system 

performance. Other KPI’s are detailed below. 

 

 

 

 

 

 

 

 

 

 

  

The SOC will receive data from the two initial MTIPS nodes and reduce, normalize, 

correlate, fuse and manage the event data from the devices that support the MTIPS 

operation.  

Customized reports will be provided to support the PA’s authorities/analysts that will 

identify security events of interest that may negatively affect the TIC’s performance. 

Properly trained, qualified and cleared staff will support the security functions 24x7. This 

includes at least 2 people with appropriate credentials to manage the technical aspects 

of network attacks. 

2.1.11.1.6 Interfaces [L.29.2.1, C.2.8.4.3] 

MetTel supports the UNIs at the SDP to connect to the MTIPS Transport POP as 

specified in proposal section 2.1.5.4  

 

2.1.11.1.7 Performance Metrics [L.29.2.1, C.2.8.4.4] 

MetTel collects a variety of performance metrics that are monitored by the NOC to 

ensure the system is always operating within peak efficiency. Reports are available 

through the MetTel EIS Portal for PA’s to access their traffic and equipment 

performance within the MetTel network. 










