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 Security monitoring and analysis support to investigate threats identified through 

our MPS, VSS, and INRS 

 Full management, content development, integration, and engineering key 

security tools including Agency edge routers 

 Active advanced detection and threat “hunting” through a combination of our 

  

 DFIR support for compromised systems and network attacks 

As depicted in Exhibit 2.1.12-2, Raytheon’s MSS ties the MPS, VSS, and INRS 

together into a living and breathing lifecycle that continually increases the MSS’s human 

and machine learning and its overall capability to protect against security threats. The 

products (output) of one service are ingested into the other services for validation.  

 

 

. Exhibit 2.1.12-3 shows the metrics displayed on the client 

interface of  

Exhibit 2.1.12-2. Raytheon’s MSS 
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Exhibit 2.1.12-3. Raytheon’s  Client Interface 

Raytheon provides the services to design, implement, sustain, manage and monitor 

diverse MPS systems and components that secure department and agency 

infrastructures. Our MPS model is further designed to provide all inputs, data points, 

and updates necessary to support an enterprise incident management capability. We 

work with Agency staff  

 

 

Raytheon’s VSS model is designed to  

 

 

Risks are evaluated according to requirements for compliance 

as determined by Agency standards. VSS also detects  

We examine the  

We then  

 Information from VSS is fed back  

 

Raytheon’s INRS model is designed to  

 We understand the complexities of how to skillfully navigate in 
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“crisis mode.” We integrate with Agency POCs to  

 

 

We perform  to ensure 

incidents are not repeated.  

The  platform  

 

 

 Content from  

investigations or incidents  

 to support enterprise workflow. 

Once the determination has been made that an incident is occurring or has 

occurred, our analysts  

 

 

 

Understanding where and when to utilize these standard Agency processes is a major 

part of  

Exhibit 2.1.12-4. ATIP Interface 
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2.1.12.1.2 Standards [L.29.2.1, C.2.8.5.1.2] 

MSS complies with all the appropriate standards for any underlying EIS access and 

transport service and the specific standards and requirements identified in an Agency 

Task Order as required in C.2.8.5.1.2. 

2.1.12.1.3 Connectivity [L.29.2.1, C.2.8.5.1.3] 

MSS connects to and interoperates with the Agency networking environment, 

including Demilitarized Zones (DMZs) and secure LANs, as required by the Agency. 

MSS also supports connectivity to Extranets and the Internet and ensures seamless 

connectivity to Agency networking environments as specified in C.2.8.5.1.3. 

2.1.12.1.4 Technical Capabilities [L.29.2.1, C.2.8.5.1.4] 

Raytheon’s team leverages an integrative approach to develop and provide MPS, 

VSS, and INRS. Our MSS fuses  

 

 

 

 

 

 

We  

 

 

referenced in Exhibit 2.1.12-5. 
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Exhibit 2.1.12-5. Raytheon’s MSS Flow 

Custom content is what drives the advanced capabilities offered in our Security 

Analytics. Our team maintains  

 

 

 

 

2.1.12.1.4.1 Managed Prevention Service (MPS) [C.2.8.5.1.4.1] 

In support of MPS, the Raytheon team provides enterprise  

As part of our MPS 

turnkey capability, Raytheon Security Engineers  

 These components are designed 

and rigorously tested to meet, or exceed, network performance KPIs and Agency 

functionality requirements. Following design and testing, our team  

 

 the appropriate 

Agency-specific data. As part of on-going management, in accordance with our focus on 

continuous service improvement, our team  
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 are the core of the successful SOC and MSS 

business we provide to numerous Federal Agencies. Our team  

 

 

Raytheon maintains a  

 

  

Our management approach is aligned to industry best practices such as ITILv3 for 

Service Management. This approach guides MPS and dictates rigorous testing and 

deployment processes, detailed outage reporting and root cause analysis, and 

continuous service improvement. At a tactical level, Raytheon’s staff  

 

 

 

. Finally, we make available to the Agency all service related data including, 

but not limited to,  

 

 

2.1.12.1.4.2 Vulnerability Scanning Service (VSS) [C.2.8.5.1.4.2] 

Raytheon’s MSS uses a standard,  (shown in Exhibit 

2.1.12-6) for our VSS that tests  

 

 

Exhibit 2.1.12-6. Raytheon’s Four Phase Vulnerability Testing Methodology 
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factors for Raytheon’s VSS is  

 

 

Raytheon’s advanced INRS has played a key role in the Federal and commercial 

space for active attacks;  

 Our seasoned INRS personnel have  

 

 

 methods for uncovering evidence of compromise or validating false 

positives do not change and are  

 While not analyzing during an active 

incident,  

 

 

 

 

2.1.12.1.6 Interfaces [L.29.2.1, C.2.8.5.3] 

The Raytheon MSS supports the interfaces of  

 

2.1.12.1.7 Performance Metrics [L.29.2.1, C.2.8.5.4] 

We meet or exceed the values of the KPIs for MSS and all underlying EIS security 

services we manage. 

Raytheon supports all performance metrics for our MSS as specified in the Task 

Order. In addition to the MetTel EIS Portal, the  

 

  

 

 




