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Core Infrastructure IPSS Concept of Operations 

Per the IPSS requirements, we provide the ability to capture and store packet and 

other analytically relevant data.  
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Alerting and Reporting 

 

 

 

 

 

 

 

 

 

 

 

  

Overall, Raytheon’s Core Infrastructure Service solution meets all DHS and MetTel 

requirements while providing flexibility to expand to a highly available architecture and 

integrate future capabilities.  

Performance Specification 

Initial design capacity is driven by PA service level agreements (SLA). Latency 

(DNS) is dictated by system processing latency and physical displacement.  

 

  

System Design Detail 

This section provides a detailed overview of our solution, describing each 

component and its function. All components were selected after detailed trade studies.  

Firewall 
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System Monitoring  

 

 

 

  

DNS IPSS Concept of Operations (Blocking, Sink-holing) 
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Indicator and Signature Management 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

development and approval.  

2.1.14.1.2 Standards [L.29.2.1, C.2.8.9.1.2]  

MetTel’s partner, Raytheon, is a commercial service provider participant in the DHS 

Enhanced Cybersecurity System (ECS) program. Performance and security 

requirements and standards are similar to IPSS. Raytheon’s experience will be 

leveraged to expeditiously implement IPSS. 

Applicable Regulations, Policies, and Instructions 

MetTel understands the importance of providing a fully compliant system that not 

only adheres to government standards but also provides assurance that information 
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security and privacy concerns remain paramount. Our solution ensures a low-risk 

transition to operations based on the current version of NIST SP 800-53v4, 

“Recommended Security Controls for Federal Information Systems,” the current version 

of NIST SP 800-37, NIST SP 800-64 “Security Considerations in the Information 

System Development Life Cycle,” and FIPS PUB. In addition,  

 

 

 

 

 

Verification & Validation 

Verification and validation is subdivided into three categories: Developmental which 

confirms correct implementation of a new capability; Assessment and Accreditation 

which confirms the security and hardening of the IPSS; and Operational which confirms 

the correct functioning of signatures and indicators within the IPSS. DHS NCSD and 

DHS I&A are invited to observe or participate in any developmental capability testing or 

operational signature testing. Test reports will be available for review and concurrence. 

Developmental 

With each increment of the component integration and configuration, testers, 

independent of the network engineer, will conduct component or product-level testing. 

The testers will create test cases that are traceable to all requirements in the system 

specification and SRTM. Once a network engineer completes and verifies a 

requirement, the designated tester will develop and execute a test case. As new 

functionality is added to the baseline, the tester performs regression tests to ensure that 

newly integrated capabilities do not affect existing functionality. Any discovered non-

conformances will be entered into the defect tracking tool, fixed by the development 

team, and validated by the tester. The testers will also create test data sets and 

configure the test harnesses as required to allow verification of all requirements. 

MetTel is responsible for injecting the test data sets into the systems under test. If 

any non-conformances are discovered, they will be documented and fixed by the 

technical team in order to complete checkout verification. 
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Assessment & Authorization 

Following verification of functionality, a Raytheon and MetTel technical team will 

prepare the system for acceptance test and assessment and authorization (A&A) 

activities. Raytheon will assist MetTel to provide inputs to a set of security artifacts that 

are used by the government to assess the security posture of the services provided by 

the contractor. This includes, but may not be limited to: Security Concept of Operations 

(SECONOPs), an Architectural overview, Standard Operating Procedures (SOP), 

System configurations for all devices performing security-relevant functions, including 

configurations of all security-related software, an SRTM Response, Vulnerability and 

penetration test results, incident reports (or templates) used to detail any security 

incidents already experienced on the system, and if applicable, source code for custom 

code developed, including modifications to commercial or open-source programs, and a 

Plan of Action and Milestones (POA&M) that identifies security findings and associated 

plans to remediate those findings. 

Typical preparations include clearing out all logs, and configuring the system to a 

candidate set of PA parameters that MetTel has agreed to with DHS for acceptance 

testing. The Raytheon technical team will perform dry runs of the acceptance test cases 

to ensure the IPSS system is ready for acceptance testing. 

In support of the certification and accreditation, Raytheon will support technical 

assessments including testing of controls, system penetration testing, and security 

compliance reviews and audits. We will also support development of mitigation plans for 

open findings. This phase ends when the IPSS systems have been accredited and 

MetTel has received an ATO. 

Operational 

As part of the IPSS delivery, MetTel will provide a Service Verification Environment 

(SVE). The SVE complements the operational IPSS and is a form-fit-function identical 

instantiation of the IPSS. The purpose of the SVE is to confirm the proper functionality 

of signatures under simulated, representative traffic prior to upload to the IPSS.  

2.1.14.1.3 Connectivity [L.29.2.1, C.2.8.9.1.3] 

 

 














