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 The MTIPS security categorization 

was gleaned from information in Section C.2.8.5.4 of the RFP as high-impact. The 
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security A&A conducted and approved by GSA every 3 years or when significant 

change impacts the security posture of the system, as defined in NIST SP 800-37. 

 The registration of the MTIPS is complete 

with the development of the System Security Plan (SSP). This document identifies all 

the security requirements of the system and describes the NIST SP 800-53 Rev 4 

controls in place or planned as well as the responsibilities and expected behavior of all 

individuals who access the system. 

 

 

 

The risk-based approach to security control selection and specification 

considers effectiveness, efficiency, and constraints due to applicable laws, directives, 

Executive Orders, policies, standards, or regulations. Once the common controls are 

identified and approved, they are divided into sub-categories to identify Baseline 

Controls. Due to the nature of services and the protection of National Security Systems 

and information, classification overlays are included with additional controls required by 

CNSSI 1253.  
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Managing geographically dispersed systems is a challenge which is compounded 

when rapid changes are not fully documented or do not receive a thorough review. To 

address this, the MetTel team has developed change management as an organizational 

competency, a competitive advantage in a quickly evolving business world. Change 

management increases the success of organizational change and project initiatives by 

developing and applying a structured framework of methods, tools, and processes and 

managing change from a current state to a future state. 

Change management helps the PA increase the probability of maintaining control 

and understanding of their dynamic environment, with any scale of change. The MetTel 

team’s flexible methodology enables:  

 Integration of individual, organizational, and enterprise-wide change management 

for a holistic approach 

 Identifying Configuration Items (CIs) – (Configuration Identification) 

 Controlling changes to CIs – (Configuration Control) 

 A structured approach with easy-to-use tools and resources 

 Determining that a system complies with its specifications – (Configuration Audit) 

 Documenting the development status of all configuration items at any point in time – 

(Configuration Status Accounting) 

 World-class training for all levels of the organization 
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information technology products in accordance with Federal and organizational policies. 

Controls are documented in the SSP after they have been implemented. A body of 

evidence is captured to identify how the control has been implemented for the system or 

subsystems. 

The SSP template includes a section titled Security Controls Detail and Comment to 

document the implementation of security control requirements for each of the 17 

security control families as well as who is responsible for implementing the control. 

Note - The details and comments contained within the completed SSP, as well as 

the applicable Security Requirements SSP Workbook (provided as an attachment to the 

SSP), are considered the information of record for the description of implemented 

security controls for the system. Exhibit A2-9 provides an example SSP template. 
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 Besides 

being mandated by Federal policies, assessments are beneficial for improving 

situational awareness, providing insight and data, and identifying control system threats 

and vulnerabilities. 
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Than Satisfied indicates that, for the portion of the security control, potential anomalies 

in the operation or implementation of the control may need to be addressed by the 

System Owner. 

 

 

 

 

 

 

  

 

 

The SAR is one of three key documents in the security authorization package (see 

Exhibit A2-12) developed for authorizing officials and includes: 

a) Executive Summary of the control assessment findings and associated risks 

b) Executive Summary of technical testing/scanning with associated summary of 

vulnerabilities detected with associated severity. 

c) Information from the assessor necessary to determine the effectiveness of the 

security controls employed within or inherited by the information system based on the 

assessor’s findings. 

d) Risks associated with controls found not to be effectively implemented 

e) Recommendations for mitigating risks and remediating weaknesses 
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Exhibit A2-13 shows an example SAR form. 

Exhibit A2-13. SAR Example 

The results of the assessment and draft POA&M are coordinated, as appropriate, 

with the DHS CISO, CIO and Risk Executive. The manner in which DHS has 

implemented the Risk Executive Function determines the coordination process. 

Depending on the system, coordination may be required with Agency OCIO personnel. 
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These individuals review the risks and provide advice or recommendations to the 

Authorizing Official. The CISO or ISSO assembles these recommendations into an 

Authorization Recommendation Letter. 

The System Owner assembles the security authorization package, which must 

contain at a minimum: 

 System Security Plan (with associated appendices) 

 Security Assessment Report 

 Plan of Action and Milestones 

 Continuous Monitoring Plan 

 Authorization Recommendation 

The information in these documents is used by authorizing officials to make risk-

based authorization decisions. 

 

  

). With 

the technology sector continuously producing new hardware, software, and firmware, 

information systems are in a constant state of change. Thus, it is imperative that an 

effective security monitoring program be in place.  

 

 

 Most routine changes to an 

information system or its environment of operation can be handled by the organization’s 

continuous monitoring program, thus supporting on-going authorization and near-real-

time risk management. Exhibit A2-15 illustrates how operational security contributes to 

continuous monitoring.  
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All security controls employed 

within and inherited by the 

information system are assessed 

during the initial security 

authorization. Subsequent to the 

initial authorization, however, a 

subset of the most critical technical, 

management, and operational 

security controls are assessed 

during continuous monitoring. The 

selection of security controls to 

monitor and the frequency of 

monitoring is based on the 

monitoring strategy developed by 

the MetTel team with input from the 

information system owner and/or common control provider and approved by the PA. For 

on-going security control assessments, assessors have the required degree of 

independence as determined by the Authorizing Official.  

The results of the continuous monitoring activities are provided to the information 

system owner and common control provider in an updated SAR, Based on their 

findings, they initiate remediation actions and the security plan, SAR, and POA&M are 

updated. This facilitates the near-real-time management of risks associated with the 

operation and use of the information system. 

The PA determines the risk rating of vulnerabilities. All critical and high-risk 

vulnerabilities are mitigated within 30 days, and all moderate-risk vulnerabilities are 

mitigated within 90 days from the date the vulnerabilities are formally identified. The 

MetTel team updates the PA, on a monthly basis, the status of all critical and high 

vulnerabilities that have not been closed within 30 days. The security status of the 

information system (including the effectiveness of security controls employed within and 

inherited by the system) is reported to the Authorizing Official and other appropriate 

organizational officials on an on-going basis in accordance with the monitoring strategy. 

 

Exhibit A2-15. Continuous Monitoring 

Process Overlap with Operational Security 
















