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Exhibit 1-2. MetTel Network Architecture Support by Service 

Connectivity and Service Areas 
Since inception, the MetTel service philosophy has been to act as a value added 
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strategic partner and single source for all of our customers’ telecommunications 

requirements. As a combined telecommunications integrator and network services 

provider, we 

As an end-to-end Communications Solutions Provider we bring true harmony to the 

telecommunication service life cycle. Considering the ever-evolving landscape of this 

Exhibit 1-3. Telecommunications Synergy 
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Our scale and relationships provide MetTel Government customers with the lowest 

cost and best coverage across multiple products and solutions, combining the best-of-

the-best. MetTel enables Government mission-critical objectives and increases 

efficiencies to end users. MetTel works closely with all of our partners and providers to 

design, develop, and install solutions all supported by our award winning customer 

service. Exhibit 1-4 provides a high level overview of the MetTel network architecture. 

Exhibit 1-4. MetTel Network Architecture  
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Point of Presence (POP) Architecture 
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Exhibit 1-5. MetTel POP Architecture 
Protecting Our Network 

f 
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Agency Connections 
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MetTel’s relationship with LECs, 

Tier-1 carriers, ISPs, wireless network 

and cable providers brings the most 

cost-effective AA to every connection. 

Having those relationships in place 

enables us to deliver quickly;  

 provides all the mandatory connection options at the Service Delivery 

Point (SDP). 

Partner Networks 
Networking has moved beyond single vendor dedicated access. Today, networks 

must be mobile and flexible to reach users when and where the Agency mission 

requires. MetTel POPs provide unrivaled connectivity to a abundance of carrier partners 

to offer substantial reach and performance from a single provider and management 

platform.  provide multi-homed network 

connectivity. This approach enhances the security and resiliency of the network. 

Exhibit 1-6. Customer Dedicated 
Connection Architecture 
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Exhibit 1-7. MetTel Network Access Architecture 

POP Embedded Services Architecture 
 to enable superior quality of 

experience for IP based services, the connectivity between the networks as shown 

above allows for shortest path access for all agencies. 
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Exhibit 1-8. Embedded Services Architecture 
Service Management Architecture 

The MetTel EIS Portal provides a single interface into Billing, Services, Reporting, 

Ordering, and Help Desk information. 

 This 

latest-technology implementation provides a resilient architecture that scales as the 

MetTel customer base expands. 

 Exhibit 1-9 illustrates the logical architectural 

overview of the MetTel EIS Portal. 
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1.1.1 MetTel EIS Portal 
The MetTel EIS Portal is central to the MetTel service management architecture. 

 User access is based on user 

roles defined by the Agency 

 Agency access to the 

MetTel EIS Portal is established during the on-

boarding process. MetTel and the Agency establish 

the proposed implementation plan and escalation 

roles and responsibilities. We provide training for 

Agency users and administrators. Staff authorized 

to order new services or add inventory to an 

existing service (i.e., adding phone lines) use the 

ordering functions shown in Exhibit 1-10. 

Program Management 
The MetTel EIS Portal supports the Program 

Manager and Agency Exhibit 1-10. MetTel EIS Portal 
Ordering Functions 
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Exhibit 1-11. MetTel EIS Portal Inventory Management 

Trouble Ticket Management 
The MetTel EIS Portal Trouble Ticket Management function supports the Agency 

and the help desk by creating and accessing Trouble Tickets and monitoring status. 

Trouble Tickets also track schedules for service installations and service repair, service 

testing, and billing. Over-the-Air (OTA) help desk provides Agency personnel the ability 

to open and manage tickets without contacting help desk staff. Real-time network maps 

with live and historic statistics are available to Agency users based on Agency 

authorization policy. 
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Exhibit 1-12. Trouble Ticket Management 

Network Monitoring and Management 
This function provides the Agency access to MetTel’s real-time monitoring on the 

MetTel EIS Portal. Agencies have 



Contract Number: GS00Q17NSD3007 
Modification Number: P00125 

Effective Date: To Be Determined 

Enterprise Infrastructure Solutions (EIS) 17 Submission number: ME00381.04a 
Electronic file name: MetTel_TechVol_01.docx 

Use or disclosure of data contained on this page is subject to the restrictions on the title page of this proposal. 

Exhibit 1-13. Network Monitoring and Management 

Billing 
The MetTel EIS Portal provides a complete consolidation of invoices and interactive 

analysis of current and historic charges. All bills are available in PDF/print format and 

EDI using X12 standard formats and other formats as specified by an Agency, 

 including flat files to allow for 

streamlined upload to internal systems. MetTel’s NCS team partners with the Agency to 

define the specific elements to be included in the electronic bill and implement the 

internal accounting structure throughout MetTel’s billing system. 
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Exhibit 1-14. MetTel EIS Portal Billing Summary 
MetTel provides comprehensive, flexible solutions designed to scale with Agency 

objectives. We have a demonstrated ability to consolidate and control 

telecommunications expenses for Government 

and large commercial organizations 

Our engineers and service management 

specialists provide the network resources and managed services specified in a Task 

Order and ensure Agency network services are cost-effective, compliant with EIS 

requirements, and manageable through the MetTel EIS Portal. We guide Agencies 

through every stage of transition, from mission inception to full operational capability on 

our industry-leading converged network. 

Upgrades and Enhancements 
MetTel embraces the evolution of technology to find the most effective and reliable 
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services for our customers. We were formed in 1996 to provide seamless, multi-carrier 

telecommunication services to leading commercial and Government organizations. We 

have effectively and efficiently deployed reliable, resilient traditional voice service to our 

expanding customer base. As convergence began to evolve in public and private IP 

networks, 

 We consider customer privacy and security a top priority and therefore security 

of our infrastructure and security monitoring are key components of our development. 

 The MetTel core network is the foundation for EIS 

services as well as the extension and deployment of upgrades and enhancements to 

our products and services.  

 SD-WAN dramatically simplifies the customer’s WAN by delivering 

virtualized services to branch offices and mobile users everywhere. MetTel leverages 

enterprise-grade performance, visibility, and control over both Internet and private 

networks. 
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Managed Hybrid WAN 
Public, private, and hybrid cloud services, mobility, machine to machine (M2M) 

unified communications/ collaboration, the Internet of Things (IoT), digital signage, 

ubiquitous Wi-Fi access, and other next-generation workloads require levels of 

bandwidth and availability beyond the capacity of legacy enterprise networks. 

MetTel Bonded Internet Service 
MetTe
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MetTe  to better serve Agencies with expanded service. We 

continue to implement new and leading-technology services that enhance the Agencies 

experience, provide more effective network and bandwidth management, and provide 

cost savings and improved bandwidth utilization for our customers. 

1.2 Quality of Services [L.29.1 (B), M.2.1 (2), C.1.8.2, C.1.8.3] 
The MetTel solution for EIS is built on 20 years of experience as 

 in the market. MetTel established strong, 

sound, seasoned relationships with most of the local, national, and international 

providers to provide Government users with fully compliant services managed from a 

single source as well as, scalable, reliable, and resilient EIS services. 

We provide

 The MetTel network accommodates and optimizes an Agency’s 

Exhibit 1-17. Example CoS Implementation 
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applications to ensure accurate and consistent prioritization of traffic across the 

network. 

Based on the agency’s specified CoS definitions, the QoS mechanisms use these 

values to handle traffic in the communication path according to the Agency’s defined 

policy. 

1.3 Service Coverage (for CBSA-dependent services) [L.29.1(C), M.2.1 (3), C.1.3, 
C.1.8.5] 

The MetTel Network architecture enables the choice of lowest cost loops and 

access. 

Exhibit 1-18 shows that our 

services cover 
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Exhibit 1-19. MetTel Global Network Reach 

1.4 Security L.29.1(D), M.2.1(4)] 
 provide services and leadership end-to-end in 

cyber domain expertise, from mobile to cloud, from offense to defense, and from 

collection to analytics. MetTel  delivers products, custom solutions, 

and supporting technologies to address a variety of Cyber missions and needs. 

MetTel 

 This starts with policies, procedures, and security 

awareness campaigns. This is followed by the physical protections of our data centers 

and corporate offices to protect Agency information and assets as well as MetTel 

equipment. 
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The MetTel network protections start at our perimeter with our firewalls (described in 

further detail below) in fully redundant configurations. These protections deny by default 

any traffic not permitted on the MetTel network. 

Policies, Procedures, and Awareness 
To protect our infrastructure resources, we developed a comprehensive series of 

security policies and procedures, 

 Our 

rigorous awareness and training program ensures our security staff is well equipped to 

manage today’s complicated cyber-threat environment. Regular training and exercise is 

a mission-critical component of our security methodology.  

Physical Defenses 
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Internal Network 
Like all enterprises, insider threat is the single greatest threat to MetTel’s internal 

network. We counter insider threats by performing enhanced background examinations 

of our staff members and following the Federal background investigation protocol 

specified in the GSA EIS RFP. 

Servers 

 All unauthorized access 

attempts are highlighted in the log analysis report and immediately investigated.  
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Our Reach  
MetTel brings the security of using the most trusted carriers in the country with the 

convenience of using one provider as the single point-of-contact in the United States. 

Our centralized customer care structure ensures standardized processes regardless of 

product class or geography. 

Our ability to meet GSA’s present requirements and address the government’s 

future telecom business needs have been demonstrated extensively in the private and 

public sector. 

2.1 EIS Services [L.29.2.1, M.2.1, C.1.2, H.16; H.17; H.18; H.20; H.24] 
MetTel will provide the EIS Mandatory and Optional services as specified in C.1.8.1 

of the RFP and listed in Exhibit 2.1-1. All services proposed by MetTel are grouped by 

Service area and listed by RFP classification as mandatory or optional. Each service is 

defined in the referenced sections of this proposal. 

Exhibit 2.1-1. MetTel EIS Proposed Services 
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Customer Technical Support 
MetTel will provide customer technical support as a component of each of its EIS 

services. MetTel establishes and maintains strong relationships with our customers. We 

were awarded the prestigious Stevies Award for Outstanding Customer Service 

Department and Front-Line Customer Service Team in 2015. This award demonstrates 

our performance in providing reliable, flexible technical support at the highest levels. 

We adapt and customize our solutions to customers’ needs and ensure our 

customers obtain the best possible solution at the most competitive price. Our customer 

service and commitment to ensuring support distinguish our solutions from those of 

other offerors. 



Contract Number: GS00Q17NSD3007 
Modification Number: P00125 

Effective Date: To Be Determined 

Enterprise Infrastructure Solutions (EIS) 30 Submission number: ME00381.04a 
Electronic file name: MetTel_TechVol_01.docx 

Use or disclosure of data contained on this page is subject to the restrictions on the title page of this proposal. 

We developed our service assurance processes from 20 years of experience serving 

commercial customers. Our processes represent industry best practices and include 

trouble ticket management. 

 We have gained 

considerable experience in meeting Government and Agency-specific requirements in 

connection with trouble ticket management using the MetTel EIS Portal as the interface 

for GSA and Agencies. Should escalations be required there are agreed upon 

escalation triggers and levels so GSA or the Agency always know who to contact if their 

operations require escalated support. 









Contract Number: GS00Q17NSD3007 
Modification Number: P00125 

Effective Date: To Be Determined 

Enterprise Infrastructure Solutions (EIS) 34 Submission number: ME00381.04a 
Electronic file name: MetTel_TechVol_01.docx 

Use or disclosure of data contained on this page is subject to the restrictions on the title page of this proposal. 

approach allows us to select the best partner for price and performance 

MetTel optimizes an Agency’s applications using Class of Service (CoS) markings, 

which provide accurate and consistent transport with traffic prioritization and cost-

effective use of network bandwidth. QoS on the MetTel VPNS supports prioritization of 

traffic for services such as voice, video and multi-casting, business-critical traffic such 

as voice and data, and non-critical traffic such as email.  

The MetTel MPLS private network accommodates and optimizes an Agency’s 

applications to ensure accurate and consistent prioritization of traffic. 

 Exhibit 2.1.1-4 shows an example of how these classes can 

be defined to prioritize and control traffic across the MetTel VPNS. 

 converged 

network. 

 Exhibit 2.1.1-5 shows an example of the detail 

and real-time display of KPIs through the MetTel EIS Portal. 
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Exhibit 2.1.1-5. Link and Traffic Monitoring 
Remote access VPNs use FIPS 140-2 compliant devices and clients to ensure 

security and functional requirements of the Task Order are met. Various remote 

connections are supported, including compliance with NIST 800-46 Rev. 1 for remote 

access/telework security. Connections can be Wi-Fi, wireless, broadband, and 

dedicated access to meet Agency requirements. Our high-speed IP-enabled backbone 

is standards-based and conforms to all EIS RFP requirements for the VPNS C.2.1.1.1. 

Functional Definition. 

2.1.1.1.2 Standards [L.29.2.1, C.2.1.1.1.2]  
Our VPNS supports all the standards defined in C.2.1.1.1.2 and provides trusted and 

secure VPNs. Trusted VPNs use the standard MPLS separation provided by Label 

Switched Paths (LSP) and VRF/BGP separation and routing. Secure VPNs are provided 
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by FIPS 140-2 compliant CE routers to provide the full suite of IPSec services, 

encryption algorithms, key exchange, and authentication services to support dedicated 

and remote access VPNs. Encryption algorithms include but are not limited to 3DES, 

RC4, AES 128, AES 256, IKEv1, and IKEv2. MetTel selects the compliant CPE and 

software based on specific requirements in the Task Order. 

MetTel’s VPNS is standards-based and supports both IPv4 and IPv6; either can be 

encapsulated in the other providing an effective strategy for transition to future services 

that may only be IPv6. The MetTel VPNS is an entirely private network enabling many 

customer requirements to be met using the RFC 1918 private address to define the 

Agency internal network and deliver the Agency publicly routable IP network for 

Internet-bound traffic and hosting. 

MetTel complies with all standards defined in C.2.1.1.1.2 and will comply with new 

versions. We understand and comply with the evolving standards of these working 

groups to ensure the VPNS is compliant and provide quality services in a well 

understood framework. Exhibit 2.1.1-6 provides a summary of the standards and how 

they are used in our VPNS. 

Exhibit 2.1.1-6. Standards Utilization 
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2.1.1.1.5 Features [L.29.2.1, C.2.1.1.2] 
High Availability Options 

MetTel provides high-availability options for VPNS using the AAs as defined in 

Section 2.1.5 and Service Related Equipment (SRE) configured to provide load sharing, 

failover protection, and diverse access points to MetTel POP(s). The following sections 

describe our approach to providing the required high-availability options. 

1. Load Sharing

Exhibit 2.1.1-9. Load Sharing Configurations for VPNS 

2. Failover Protection
Failover protection is provided using two circuits to the MetTel network and two 

SREs. Routing protocols such as BGP and EIGRP weigh the two connections and 
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choose the available primary or high route and switch to the alternate on failure. Several 

options, depending on customer requirements, are available for weighting criteria such 

as round robin or calculated load. When the high path becomes operational, routing 

resumes using the highly weighted path. Failover protection is enhanced with the 

second or alternate circuit connected to a second MetTel POP. Exhibit 2.1.1-10 

provides an example of failover protection showing redundant connections to a single 

POP or optional redundancy to multiple geographically diverse POPs. 

Exhibit 2.1.1-10. Failover Configurations for VPNS 

3. Diverse Access Points to MetTel POPs
Diverse access points to MetTel POPs are used in implementation of failover and 

provide separate physical paths to the MetTel POPs. Circuits can be run to separate PE 

routers in the same POP or to physically separate POPs. Routing mechanisms such as 

BGP or EIGRP are used to select the alternate path if the primary path is not available. 

Exhibit 2.1.1-11 shows sample configurations for both types of diverse access to 

MetTel POPs. 
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Exhibit 2.1.1-11. Diverse Access Points to MetTel POPs for VPNS 

2.1.1.1.6 Interfaces [L.29.2.1, C.2.1.1.3] 
The SRE for VPNS provide all the mandatory UNIs defined in RFP C.2.1.1.3. 
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2.1.1.1.7 Performance Metrics [L.29.2.1, C.2.1.1.4] 
Our embedded performance collection and management capabilities provide real-

time and historic reporting of the Acceptable Quality Levels (AQL) of KPIs for the VPNS. 

 maintains and reports latency and availability via the Management and 

Maintenance element of the MetTel EIS Portal, and the Trouble Ticketing element of the 

MetTel EIS Portal maintains and reports time-to-restore. 
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Exhibit 2.1.2-2. Ethernet Service Architecture 

Exhibit 2.1.2-2 shows our layered network architecture that provides global reach 

and service conformance. Our vendor arrangement with MEF CE 2.0 certified carriers 

provides unparalleled reach and capacity worldwide. The MetTel ETS provides a 

seamless end-to-end service from the SDP with the appropriate SRE, across the most 

direct network connection. This includes Metro access, Metro Core, Long Haul, or the 

extended MetTel backbone using the best choice Multi-Network Ethernet NNI. MetTel’s 

approach is standards-based and does not require protocol conversion. If protocol 

conversion is required, we will specify the performance impact of delivering the service 

end-to-end. 

We provide ETS over partner SONET networks and the extended MPLS backbone 

described above. Ethernet Services provide point-to-point, rooted multipoint, and 

multipoint-to-multipoint (fully meshed) connections. Ethernet provides a cost-effective, 

flexible, and robust connection that supports a combination of features that enable the 

transport of data with minimal protocol translation while supporting CoS and QoS across 

the network. We provide the following Ethernet services as defined by the MEF CE 2.0 

and associated standards. 
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Ethernet Private Line (E-Line). E-Line is a point-to-point service that connects 

Agency sites with reserved bandwidth for mission-critical applications. MetTel 

implements E-Line service using our MPLS core and the Ethernet NNI. The Ethernet 

NNI provides industry-standard Ethernet extensions with vast global reach and 

connectivity. We provide connectivity across the MAN or WAN. E-Line supports full port 

speeds (10 MB, 100 MB, 1 GB, and 10/40/100 Gbps or higher Gbps) ports as they are 

available by location (i.e. CBSA). E-Line supports different QoS priorities for customer 

traffic and meets the KPIs specified in C.2.1.2.4. We deliver E-Line services in the most 

economical means using the best partner NNI or our MPLS backbone. Exhibit 2.1.2-3 

shows the connection of on-net and off-net sites with E-Line. 

Exhibit 2.1.2-3. E-Line Extended Delivery Model 
Ethernet Private LAN (E-LAN). Our E-LAN service supports both point-to-multipoint 

and fully meshed configurations. For point-to-multipoint service, E-LAN connects three 

or more sites over Layer 2 tunnels across MetTel or partner MPLS networks. We 

support ports of 10 Mbps, 100 Mbps, 1 Gbps, and 10/40/100 or higher Gbps as 

available by location (i.e. CBSAs), and QoS is supported for prioritizing customer traffic. 

For fully meshed configurations, E-LAN connects one or more roots and a set of leaves 

but to ensure confidentiality of agency traffic will deny inter-leaf communications. 

Multiple sites can be configured as the root site, and other sites can communicate with 

each other through multiple root sites. Thus Agencies connect disparate LAN segments 

into a single Agency-wide or inter-Agency virtual LAN that can span a MAN and/or a 

WAN. Exhibit 2.1.2-4 shows the connection of on-net and off-net sites with E-LAN. 
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Exhibit 2.1.2-4. E-LAN Extended Delivery Model 
Our ETS is engineered, monitored, and managed end-to-end to ensure compliance 

with all requirements specified in the specific Agency Task Order. We provide the 

capacity and bandwidth to transport the Government’s information and conform to the 

Metro Ethernet Forum MEF CE 2.0, IETF RFC 3069, ITU standards for Network 

Architecture, Services, Operations and Maintenance (O&M), Protection, Equipment, and 

Equipment Management and Terminology. We also conform to IEEE Standards and 

Acceptance Testing of Ethernet Service as defined in C.2.1.2.1.2 of the EIS RFP. We 

support new versions as other standards evolve or these are updated. 

2.1.2.1.2 Standards [L.29.2.1, C.2.1.2.1.2] 
Carrier Ethernet (CE) 2.0 provides a global standard for service providers to 

interconnect more quickly and meet the growing needs for Carrier Ethernet services at 

locations not on a service provider’s own network. Such locations are referred to as off-

net. This standard provides the mechanism and standard interface to our Multi-Network 

Ethernet NNI. Exhibits 2.1.2-2 and 2.1.2-3 show the approach to providing both E-Line 

and E-LAN. 

Our partners are the leaders in Ethernet delivery and Ethernet standards 

development. Exhibit 2.1.2-5 is a partial list of our partner providers and their current 

MEF certification. Most of our partners are MEF CE 2.0 certified, a strength in our 

delivery of standards-compliant ETS. We deliver Ethernet services compliant with all the 

standards defined in C.2.1.2.1.2. 
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2.1.2.1.5 Features [L.29.2.1, C.2.1.2.2] 
Reserved 

2.1.2.1.6 Interfaces [L.29.2.1, C.2.1.2.3] 
We provide UNI Types 1, 2, 14, and 15 as required by EIS RFP Section C.2.1.2.3. 

2.1.2.1.7 Performance Metrics [L.29.2.1, C.2.1.2.4] 
Our embedded performance collection and management capabilities provide real-

time and historic reporting of the AQL of KPIs for the ETS. 

 The 

Trouble Ticketing element of the MetTel Portal maintains and reports time-to-restore 

which is also used by the SOC for correlation and analysis of events. 
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MetTel IPVS satisfies all the requirements of EIS RFP Section C.2.2.1. IPVS is 

embedded in our MPLS core network and extended through direct connections to all the 

major PSTN access providers. We manage the converged MPLS IP core network to 

provide service in compliance with all KPIs. Exhibit 2.1.3-3 shows MetTel IPVS phones 

and analog telephone adapters connecting over the QoS enabled MetTel network, 
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which connects calls on-net, off-net, and over the PSTN.  

Exhibit 2.1.3-3. MetTel Converged IPVS 
MetTel IPVS has global termination reach through strong partnerships with the major 

national and international PSTN providers. High-speed SIP trunks to these providers 

enable us to reach any number in CONUS or OCONUS. As shown in Exhibit 2.1.3-4, 

our core network is extended to providers with connectivity worldwide. 

Exhibit 2.1.3-4. Global Reach for IP Voice Services 
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2.1.3.1.2 Standards [L.29.2.1, C.2.2.1.1.2] 
MetTel IPVS interoperates with the PSTN, wireless, and international networks and 

complies with ITU-T G.711, ITU-T H323, H.350 codecs, Real-time Transport Protocol 

(RTP) IETF RFC 3550, and SIP IETF RFC 326. 

2.1.3.1.3 Connectivity [L.29.2.1, C.2.2.1.1.3] 
MetTel was founded as a CLEC and migrated to a facilities-based 

telecommunications integrator. MetTel takes specific steps to ensure traffic is given the 

appropriate priority to traverse the network to stringent QoS standards 

MetTel IPVS connects and interoperates with the PSTN (wireline and wireless 

networks) CONUS and OCONUS and is built on our MPLS core network with 

embedded The network 

extends to the major PSTN providers to enable telephone numbers and traffic to spread 

over multiple carriers. Exhibit 2.1.3-5 shows how our core network interacts with 

multiple PSTN providers and wireless networks.  

Our IPVS connects and interoperates with other EIS contractors’ voice service 

networks and satellite-based voice networks in both domestic and non-domestic 

locations using the interconnections with the PSTN. MetTel IPVS supports voice calls 

from anywhere to anywhere whether initiated from on-net locations, off-net locations, 

wireline or wireless, or satellite by the most direct route through the MetTel network. 

MetTel IPVS is standards-based and complies with required standards in RFP Section 

C.2.2.1.1.2. 
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2.1.3.1.5 Features [L.29.2.1, C.2.2.1.2] 
MetTel’s IPVS provides a rich set of features and services, including Voicemail, Auto 

Attendant, and Augmented 911/E911 Service.

Voice Messaging and Voicemail Boxes [C.2.2.1.2 (1)] 
Voicemail supports voice messaging transmission, reception, and storage. Callers 

may review and/or change their message and hear a warning tone when reaching the 

maximum message length. 

From the MetTel EIS Portal, users control whether voicemail messages are 

delivered as .WAV attachments in email and/or to the system repository for retrieval 

from a phone. The web interface also enables users to enter their password and give 

callers the option of connecting to an attendant by pressing 0.  

Users can record their name and multiple greetings using the Voice Portal and can 

access the Portal from any phone to listen to, save, and delete messages and mark 

them as Urgent or Confidential. During message playback, users may skip forward, skip 

back, pause, reply to and forward messages. Users can pre-configure lists of users to 

whom messages are sent and compose and forward messages with an introductory 

message to one or more group members or an entire group.  
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A feature access code allows users to send incoming calls directly to their mailbox or 

the mailbox of any other user within their group.  

 

 

 

 

 

MetTel IPVS provides the following additional voicemail features: 

• Immediate Voicemail. Provides an “always on” voice mailbox. With the user’s 

“number of rings before greeting” parameter set to “0,” a caller is immediately 

provided the no-answer greeting and the user’s device is not alerted. 

• Voice Message Waiting Indication. Provides a stutter tone via the user’s 

telephone when new messages reside in their voice mailbox. A visual indicator 

on the phone is also provided, if applicable. 

• Voice Message Notification. Enables a user to be informed of new voice 

messages. The notification is in the form of an email (or short message to a cell 

phone) or an indication on the user’s station. The user controls the service via a 

web interface, which provides the ability to activate and deactivate email 

notification as well as the email notification address. 

Auto Attendant [C.2.2.1.2 (2)] 
MetTel’s Auto Attendant serves as an automated receptionist that provides options 

for callers to connect to an operator, extension or dial-by-name, various attendant 

positions, external phone numbers, mailboxes, or nine configurable options (e.g., 1 for 

Information, 2 for Account Information, etc.).  

A group can have multiple Auto Attendants configured either individually (e.g., 

customer service with separate business hours) or integrated into a multi-level Auto 

Attendant (e.g., enterprise’s main Auto Attendant is configured to seamlessly route to 

the Auto Attendant of a particular department or location). 

Augmented 911/E911 Service [C2.2.1.2 (3)] 
We will populate a 911 Private Switch/Automatic Location Identification (PS/ALI) 

database with the Government’s profile, which includes all user telephone numbers, 
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Exhibit 2.1.3-9. MOS and RTT Performance Display 
2.1.3.1.8 Managed LAN Service [C.2.2.1.5] 

MetTel Managed LAN service is based on the MetTel Total Care service offering 

and provides all the requirements to install, manage, and maintain LAN networking and 

hardware components and required IPVS licensing to extend the MetTel IPVS from the 

SDP to the terminating subscriber device (i.e., handset). MetTel Managed LAN service 

manages the router that terminates the access arrangement and circuit whether the 

solution is premise-based or network-based. All equipment provided supports Power 

over Ethernet (PoE) to supply the necessary power to IP phone sets or other PoE 

devices.  

• Survey. A technician performs a site visit to gather information and run tests on

the network interface to guarantee the best connection possible and ensure the
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• LAN Management. We use the MetTel EIS Portal to provide the interface and

information required to support the MetTel Managed LAN service. The following

are major functions provided by MetTel Managed LAN Service:

○ Configuration Management. MetTel provides configuration management for

the life of the contracted service. The MetTel EIS Portal supports

configuration management and provides real-time billing, inventory, service

delivery, and repair information. We use this inventory to ensure configuration

is managed to maintain hardware, software, and firmware to current tested

manufacture levels.

○ Moves, Adds, Changes, Disconnects (MACDs). MACD requests requiring

support are initiated by a Trouble Ticket through the MetTel EIS Portal.

 Only authorized 

devices determined by the ordering Agencies operate on the Managed LAN 

Service. 

○ Service/Alarm Monitoring and Fault Management. MetTel monitors,

manages, and restores devices 24x7x365. We proactively notify Agency

Points of Contact (PoC) within 15 minutes of an issue. The Agency staff

creates a Trouble Ticket through the MetTel EIS Portal if necessary. We

resolve the Trouble Ticket through standard repair procedures including

trouble isolation and resolution.
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○ Escalation Path for Trouble Tickets. We work with the customer during the 

on-boarding process to define a Responsible, Accountable, Consult, or Inform 

(RACI) matrix with the Agency to ensure no issues occur during problem 

resolution. A RACI matrix defines roles and responsibilities of MetTel, Agency 

and other responsible organizations in supporting the service. Each role is 

identified as Responsible, Accountable, Consult, or Inform to define the type 

of interaction between the Agency and MetTel. The RACI document defines 

the escalation path for all levels of problem severity and identifies key 

personnel for each level of escalation as well as guidelines and timing for next 

steps and notifications. 

Managed LAN Service does not include any wireless devices or other services (i.e., 

data, video, etc.) unless explicitly requested and approved by the OCO. 

2.1.3.1.9 Session Initiation Protocol Trunk Service [C.2.2.1.6] 
The MetTel SIP trunk service provides SIP-based network services to interconnect 

Customer Premises Equipment (CPE) such as PBX, SIP-enabled PBX, Key Telephone 

Systems (KTS), and other systems that support SIP-based IP trunk interfaces. Each 

business trunk represents a concurrent call or voice channel for premises equipment. 

MetTel SIP Trunk service is local access neutral and can be delivered through 

multiple types of access, including T1/E1, DSL, and Ethernet.  
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Exhibit 2.1.3-10. MetTel SIP Trunk Solutions 

2.1.3.1.9.1 SIP Technical Capabilities [C.2.2.1.6.1] 
MetTel SIP Trunk service provides a platform for personal and group enhanced 

services that can overlay features available to Hosted IPVS on the existing feature-

functionality of a customer’s premises equipment. SIP trunk service enables SIP users 

to establish and receive calls between both on-net locations and the PSTN.  
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 SIP Trunks also support off-net calling to CONUS, OCONUS 

and non-domestic locations and are enabled to establish and receive calls between 

both on-net locations and the PSTN. With multiple interconnections and geographically 

diverse facilities, we ensure minimal network disruptions.  

2.1.3.1.9.2 SIP Features [C.2.2.1.6.2] 
Our SIP trunk service provides the following required features: automatic call 

routing, bandwidth QoS management, trunk bursting, and phone number blocks (DID).  

Automatic Call Distribution (ACD) – Provides automatic call routing by quickly 

routing callers to the appropriate number or agent with the correct skills and in the right 

priority, using a flexible set of routing policies. ACD supports functions for Call Center 

Services and Unified Communication Services. 

Bandwidth QoS Management – Provided by MetTel at the network level to manage 

bandwidth and QoS allocation for voice traffic. QoS management provides effective 

management of IPVS services and helps allocate appropriate bandwidth to IPVS rather 

than require over-allocation of bandwidth. 

Trunk Bursting – Allows for more trunk channels than provisioned to permit bursts 

of traffic, increasing the call completion rate. This enhancement is especially valuable 

for businesses that experience temporary surges in call activity, such as a seasonal 

activity or mandatory submittal date that increases calls (i.e., IRS). 

Telephone Number blocks (DID) – MetTel’s IPVS supports DID number blocks.  
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Exhibit 2.1.3-11. MetTel SIP Trunk Architecture 
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requirements, we developed an MNS foundation that is adaptable to different 

requirements for size, bandwidth, and complexity.  

 

 Our MNS ensures Agency investment in 

services is consistent with goals by providing a single platform for consolidation of all 

Telecommunications Expense Management (TEM). 

MetTel’s MNS supports all appropriate, underlying EIS offerings to ensure seamless 

connectivity and complete service management. Our proactive network and security 

monitoring, rapid troubleshooting, and service restoration support the overall 

management of an Agency’s network infrastructure.  

 

 

 

2.1.4.1.2 Standards [L.29.2.1, C.2.8.1.1.2] 
MNS complies with all the appropriate standards for any underlying EIS access and 

transport service and the specific standards and requirements identified in an Agency 

Task Order as required in C.2.8.1.1.2. 

2.1.4.1.3 Connectivity [L.29.2.1, 
C.2.8.1.1.3]. 

MNS works with the underlying 

EIS offerings of VPNS, ETS, IPVS, 

IPS and MTIPS as needed to ensure 

seamless and secure connectivity to 

Agency networking environments as 

specified in C.2.8.1.1.3. 

2.1.4.1.4 Technical Capabilities 
[L.29.2.1, C.2.8.1.1.4] 

We provide the required Design 

and Engineering services and 

Implementation, Management, and 

Maintenance services, described 
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below. All of which comply with security requirements set forth in the EIS RFP. 

2.1.4.1.4.1  Design and Engineering Services [C.2.8.1.1.4.1] 
We provide a dedicated project team to design and engineer services that fully 

satisfy Agency requirements. Typical tasks may include selection of hardware, firmware, 

and related software required by an Agency’s Task Order. This includes the selection of 

routers, switches, firewalls, PBXs, and any other related equipment required for 

delivering an EIS service. Our team is dedicated to continuous improvement and current 

technology expertise . We 

define network components, protocols, redundancy solutions, traffic filtering, and traffic 

prioritization requirements for QoS implementation. Additionally, we recommend 

bandwidth and performance levels as required to implement the network service in 

compliance with service KPIs. 

 MetTel coordinates all installation and 

testing activities with the Agency to minimize impact on the current networking 

environment and operational mission. 

2.1.4.1.4.2 Implementation, Management, and Maintenance [C.2.8.1.1.4.2] 
We developed our implementation, management, and maintenance model to interact 

across multiple providers of service and equipment, including CLECs, Tier-1 carriers 

and ISPs, CPE vendors, and all major local and long distance telephone carriers. Part 

of this process includes defining escalation plans to predetermine the most expeditious 

path to elevate priorities across organizations in the event problems are not resolved 

through normal procedures. 
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Our solution implementation, 

management, and maintenance cover the 

network components, circuits, hardware, 

performance, and repair, as well as the 

administrative components of inventory 

control, billing, and reporting. 

The MetTel EIS Portal is a key 

component of our Network Architecture (See 

Section 1) and is the mechanism we use to 

implement, maintain, and manage MNS for 

Agencies. The portal is powerful and secure, 

proprietary network-based software that 

provides a single, user-friendly interface for 

all MNS reporting requirements and real-time access to all key service information. 

Agencies have secure access to current and historical information through the 

MetTel EIS Portal.  

 

 

 

 We provide training to ensure 

authorized end users have full understanding of the power and information available 

through the MetTel EIS Portal.  

 

  

Comprehensive Solutions [C.2.8.1.1.4.2 (1)] 
We develop, implement, and manage comprehensive solutions constructed from 

components of EIS services and their enhancements. Our MNS portfolio includes the 

four required solutions   
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routers, switches, encryption devices, PBXs, CSU/DSU, hubs adapters, proxy servers, 

firewalls, and modems (wireline or wireless). MetTel MNS supports the UNIs for all 

underlying EIS access and transport services implemented using MNS as required. 

Customer Care [C.2.8.1.1.4.2 (3, 4, 5)] 
Once an Agency issues an MNS TO, 

the MetTel New Client Services engages 

and validates engineering and assures 

proper understanding of management 

SLAs, reporting and maintenance 

requirements. The Agency works with 

Customer Care as needed via phone, 

email, or the MetTel EIS Portal. Exhibit 
2.1.4-4 shows the structure of the 

Customer Care support organization. 

 

 

 

The MetTel EIS portal provides access to all information from 

Agency locations or remotely for remote management. Agencies can receive SNMP 

read-access data feeds which provide the Agency with managed equipment 

information, as required. 

 

 

 

 

 

  

Provisioning comprises the ordering and installation of new services or sites as 

Agencies grow or move locations. This function includes coordinating any new circuits 

with the LEC or network provider as well as ordering and staging new hardware as 

required.  

Exhibit 2.1.4-4. Customer Care 
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Agency administrators add users to job-related roles and edit and modify user 

permissions to manage user access to Agency information as needed. 

Installation Schedule [C.2.8.1.1.4.2 (13 a)] 
The MetTel EIS Portal provides authorized Agency personnel with near-real-time 

access to the installation schedule through the NCS Tracker. The NCS Tracker provides 

detailed activity schedules for equipment delivery and installation, access and transport 

circuits including FOC dates when available, ports, and permanent virtual circuits 

(PVCs) as applicable to the solution. The installation schedule provides the Agency the 

ability to track the provisioning process through completion at any time through the 

MetTel EIS Portal. 

Network Statistics and Performance Management [C.2.8.1.1.4.2 (13 b)] 
We provide a rich set of performance information displays with real or near-real time 

access. Through the MetTel EIS Portal, Agency users can access network statistics and 

performance information including MPLS link monitoring, QoS performance, traffic 

monitoring, and security logs. Exhibit 2.1.4-8 shows an example of the types of 

performance screens available to Agency users.  
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Exhibit 2.1.4-8. MetTel EIS Portal Network Performance Examples 
As shown in Exhibit 2.1.4-8, we provide authorized users secure access to current 

and historical performance information through the MetTel EIS Portal. Depending on 

Task Order requirements, the MetTel EIS Portal provides graphic and tabular 

information about services provided to the Agency. This information includes but is not 

limited to network performance information for the data types defined in Exhibit 2.1.4-9. 
Exhibit 2.1.4-9. MetTel EIS Portal Network Performance Information  
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Inventory Management [C.2.8.1.1.4.2 (14)] 
Our full-featured inventory system ensures Agency users have real-time status of 

inventory. Authorized users can search for lines, circuits, hardware (MetTel-provided or 

GFP), or accounts using multiple criteria through the inventory management system. 

The SOC has inventory information permissions to aid in any incident response, hunting 

and vulnerability scanning. Exhibit 2.1.4-10 depicts the MetTel EIS Portal Equipment 

Inventory Information screen. 

Exhibit 2.1.4-10. MetTel Portal Equipment Inventory Information 

Trouble Ticket (TT) Management [C.2.8.1.1.4.2 (13 c, d)] 
The MetTel EIS Portal is the secure window to the MetTel TT Management System. 
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Users submit TTs to request security logs, network maps, and performance report 

resolution. Exhibit 2.1.4-11 illustrates a sample EIS Portal Trouble Ticketing 

Management screen. 

Exhibit 2.1.4-11. MetTel Trouble Ticket Management 

2.1.4.1.5 Features [L.29.2.1, C.2.8.1.2] 
MetTel provides the following services: 

1. GFP and SRE Maintenance. Maintain and repair SRE and GFP as required.

2. Agency-specific NOC and SOC. Customer-specific help desk services and

shared and dedicated NOCs and SOCs to meet Agency requirements specified in a 

Task Order. Utilizing the strengths of the NOC’s ability to understand the network 

baseline, the SOC will investigate anomalous traffic as identified by the data flowing into 

the NOC from the network and SRE. Our SOC leverages the MetTel Trouble Ticket 

Management (TTM) to search, source and correlate data for ingestion into the 

Advanced Threat Intelligence Platform (ATIP). ATIP in turn supports 24x7x365 security 

monitoring, it aids in advanced hunting and provides data for the incident response 

lifecycle. 
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3. Network Testing. Support Agency-specific development services that address 

the Agency’s potential need to test equipment, software, and applications on the MetTel 

network prior to purchase and deployment. These testing efforts are managed through 

the Trouble Ticketing Management system and cover voice, data, and video 

technologies that may or may not be over an IP VPN. Testing is performed at the 

discretion of the Agency and structured in collaboration with MetTel. 

4. Traffic Aggregation Service (DHS Only). MetTel service offerings under EIS 

(e.g., VPNS, Ethernet Transport, IPS, MTIPS, and IPSS) that transport Internet, 

Extranet, and Inter-Agency traffic identifies and routes the applicable government traffic 

through a secure DHS EINSTEIN Enclave for processing by the latest generation of 

DHS EINSTEIN capabilities. MetTel has identified multiple existing locations in 

Northern, Virginia that are ANSI/TIA-942 and ICD 705 certified facilities that can serve 

as DHS EINSTEIN Enclaves. The physical technology implementing the DHS 

EINSTEIN Enclave will be hosted in secure environments appropriate for the sensitivity 

of the specific DHS EINSTEIN Enclave. Network connectivity including secured data 

communication, if required is provided between the DHS EINSTEIN Enclave hosted 

equipment and DHS data centers. 

 

 

 

 

 

 

 

 

 

 

 

MetTel assumes all responsibility for the installation, configuration, maintenance and 

repair of the MetTel infrastructure that implements the traffic aggregation capability and 

the communication services that support interconnection of the DHS EINSTEIN Enclave 
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equipment to the MetTel infrastructure. This includes the engineering services to 

accomplish the integration of the DHS EINSTEIN Enclave sensor equipment, data 

centers, and data communications to the MetTel EIS infrastructure. 

MetTel personnel are prepared to assist with the installation, configuration, 

maintenance and repair of the DHS EINSTEIN Enclave sensor systems. Our personnel 

performing these functions possess the training, experience and required security 

clearance / suitability to provide “Smart-Hands” service to the DHS EINSTEIN Enclave 

supplied equipment. 

2.1.4.1.6 Interfaces [L.29.2.1, C.2.8.1.3] 
MNS supports the UNIs for all underlying EIS access and transport services. 

2.1.4.1.7 Performance Metrics [L.29.2.1, C.2.8.1.4] 
We support the performance metrics for MNS as specified in a Task Order. The 

MetTel EIS Portal provides the interface for the Agency to view and interact with MNS 

personnel on service issues. 

We meet or exceed the values of the KPIs for MNS and all underlying EIS network 

services we manage. 
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Exhibit 2.1.5-2. Diverse Paths from the SDP to Two Diverse Contractors’ POPs  
A variation to this diversity allows the second connection to be to an alternate 

provider network and connect to one of its POPs. This AA provides two diverse paths to 

disparate network providers: MetTel and an alternate provider network. Exhibit 2.1.5-3 

depicts this type of AA. The site in  would have a path to the MetTel NYC 

POP and a second to an alternate provider’s network  with connectivity not 

running across any cable, facilities, or common fiber. 

Exhibit 2.1.5-3. Diverse Paths from the SDP to Two Providers’ POPs  

Physically disparate, diverse paths from the SDP to the MetTel POP 
Providing path diversity to the same POP requires designing the AA to avoid passing 

through the same telecommunications facility or over the same cable or fiber runs. 
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Minimum separation is 30 feet between the diverse routes and buildings where an SDP 

and its associated network connecting points are housed. Vertical separation is at least 

2 feet with cables separately encased in steel or concrete for cable crossovers. This is 

achieved by building the two circuits using two disparate and diverse Serving Wire 

Centers (SWCs) and ensuring that the paths do not have any common elements.  

Switching between the two routes is achieved by setting up BGP weighting so the 

primary path is used when available and a second path is used as an alternate. This 

can also be extended to use two different technologies’ AA (e.g., one AA could be 

Ethernet and the other TDM DS-3). Exhibit 2.1.5-4 shows an example of this type of 

configuration. 

Exhibit 2.1.5-4. Physically Diverse Paths to a Single MetTel POP 

Redundant paths from an SDP to the MetTel POP 
This configuration provides redundant connections from the SDP to the MetTel POP. 

Both circuits can be used to pass traffic, or one could be configured using BGP as a hot 

stand-by for the other. Terminating each circuit in a different router provides protection 

against a single router or circuit failure interrupting service. The circuits terminate in 

different PE routers at the MetTel POP. Exhibit 2.1.5-5 shows redundant paths 

between the SDP and the MetTel POP. 
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Exhibit 2.1.5-5. Redundant Paths from an SDP to the MetTel POP 

Redundancy through Ring Architecture 
An additional form of redundancy is achieved by using SONET ring technology for 

the AA for one circuit and TDM technology for the second. In Exhibit 2.1.5-6, both 

circuits go to the same MetTel POP—the primary being a SONET ring with its self-

healing capabilities and the redundant circuit being a TDM or other technology. In this 

configuration, both can be active or one can be active and the second a failover circuit. 

Exhibit 2.1.5-6. Redundant and Disparate Paths from an SDP to the MetTel POP 
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Special Construction 
We use all of our wholesale partnerships with local access providers to ensure all 

other options have been considered prior to initiating a special construction process 

necessary for services or facilities related to the delivery of an AA. Two general cases 

may require MetTel to initiate a special construction engagement: 

1. If AA does not exist or does not have sufficient capacity and we must provide 

special construction by implementing, rearranging, or relocating a physical plant 

solely to comply with the Government’s AA request.  

2. If we require special construction to implement a different route. This can be from 

Government premise to PCL, PCL to an alternate contractor’s POP, or some 

other route than we would otherwise use to provide the AA. 

When special construction is required, we survey potential operational locations to 

collect and validate floor plans, physical measurements, building power capacity, 

equipment space and location, and external ingress/egress factors that impact the cost 

of special construction. We complete the physical inspection of the locations and deliver 

site survey reports in accordance with EIS RFP Section J.10 Special Construction 

Template for Site Survey Report. 

2.1.5.1.2 Standards [L.29.2.1, C.2.9.1.2] 
AAs comply with all standards defined in RFP Section C.2.9.1.2 and listed in Exhibit 

2.1.5-7 with the appropriate AA from RFP Section C.2.9.1.4. 

2.1.5.1.3 Connectivity [L.29.2.1, C.2.9.1.3] 
AAs are the connections between the SDP and the POP and interoperate with 

Agency-specified locations and equipment and the MetTel POP network.  

2.1.5.1.4 Technical Capabilities [L.29.2.1, C.2.9.1.4] 
We built our network architecture on standards-based AAs and comply with all the 

standards listed in EIS RFP C.2.9.1.4 and defined in Exhibit 2.1.5-7. AAs provide 

integrated access of differentiated services and are transparent to any protocol. Exhibit 

2.1.5-7 lists the MetTel-supported AAs and the standards associated with each. 
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2.1.5.1.5 Access Diversity and Avoidance [L.29.2.1, C.2.9.2] 
Access Route or Path Diversity 

We provide access route and path diversity on at least two physically separated 

routes for access diversity. The following options for access route and path diversity are 

available: 

1. Between an SDP and its associated connecting network’s PCL or POP. Exhibit 

2.1.5-5 and Exhibit 2.1.5-6 show this option. 

2. Between an SDP and at least two connecting network PCL/POPs. Exhibit 2.1.5-2 

shows this configuration. 

3. Access from the same or different access providers (e.g., LEC or CLEC) for two 

separate routes, using any mix of AAs. Exhibits 2.1.5-3 and 2.1.5-4 show this 

configuration. 

Diverse routes meet the following requirements: 

1. No sharing of common telecommunications facilities, offices, or common building 

entrance. 

2. Minimum separation of 30 feet maintained for all diverse routes between 

premises/buildings where an SDP and its associated network connecting point 

are housed. 

3. Minimum vertical separation of 2 feet, with cables encased (separately) in steel 

or concrete for cable crossovers. 

We provide the routing protocol (i.e., BGP etc.) for automatic switching of 

transmission in real-time, negotiated on an individual basis at the time of Task Order. 

Automatic switching occurs in the following two cases: 

1. From the primary access route to one or more diverse access routes, including 

satellite connections. 

2. From the diverse access route to the primary access route once the primary has 

resumed an operational status. 

Access Route or Path Avoidance 
We allow the Agency to identify and define a geographic location or route to avoid 

between an SDP and its associated connecting network point (PCI/POP). This 

requirement is defined in the Agency Task Order. 
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Control, Representation, and Management of Diverse, Disparate, and Avoidance 
Routes 

We provide overall management and control of diverse path and path avoidance 

designs and implementations. During the design phase of diverse, disparate and 

avoidance routes, we create graphical representation of access circuit routes to show 

where diversity has been implemented. We provide these diagrams to the OCO with the 

as-built implementation of access diversity or avoidance within 30 calendar days of 

implementation of circuit routes and again anytime a change is made. 

We collaborate with local access providers prior to any proposed reconfiguration or 

re-grooming that would impact routes previously configured for access diversity or 

avoidance. We provide written notification and revised Physical Concentration Locations 

(PCLs) for OCO approval in accordance with the requirements of the Task Order. 

Agencies can specify in a Task Order that a route or path must avoid passing 

through or near an SDP and its associated connecting network points (i.e., Serving Wire 

Centers). This is a special case of diversity and disparity that requires the same detail 

definition and management. We create graphical representation of the circuit layout 

showing where avoidance has been implemented. We provide these diagrams to the 

OCO within 30 calendar days of the implementation of avoidance and again anytime a 

change is made. Prior to any reconfiguration of routes previously configured for 

avoidance, we provide written notification and revised PCLs to the OCO for review and 

approval in accordance with the requirements of the Task Order. 

All diverse, disparate, or avoidance circuits are identified in our management 

platform. Interactions with LECs and Tier-1 providers also tag circuits with these 

requirements and are reviewed with the providing entity prior to any change. 

Additionally, we meet with the AA providers at least quarterly to review all circuits 

tagged with diversity, disparate, avoidance, or other special requirements such as TSP 

priorities. Agencies are notified within 5 business days of any proposed changes or 

modifications to diverse, disparate, or avoidance tagged circuits. 
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network and provide Internet, Intranet, and Extranet services. For Internet access, 

Agencies can connect directly or indirectly using any of the access methods listed 

above. Service delivery of the access includes installation, configuration, maintenance, 

support, project management, and testing. Additionally, MetTel has various wholesale 

providers for off-net access to offer greater availability with extended access footprint 

consisting of DSL, Cable, Wireless, and Satellite.  

 

MetTel selects the best provider based on facilities (i.e., lit buildings), 

ability to meet the service requirement, cost, and best overall value. Strategic partner 

selection enhances the coverage needed to meet and exceed the mandatory CBSA 

requirements of the EIS RFP. Exhibit 2.1.6-2 shows the reach achieved by MetTel 

through our preferred partners for IPS.  

Exhibit 2.1.6-2. Preferred Partner Reach for IPS 
MetTel and our wholesale partners’ IPS offering meets all the requirements defined 

in the EIS RFP Section C.2.1.6. Our IPS solution features reliable, technically advanced 

IP capabilities and feature sets. MetTel wholesale partners are established leaders in IP 

network technology and provide a global Internet backbone that spans six continents 

and more than 140 countries. 
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plans feature no limitations such as restrictions in calling times or extra digits to dial. 

Our communications experts identify opportunities to reduce customer costs by 

eliminating redundancies and recommending latest-technology solutions. 

Our model for connectivity links the best price with the best reach to meet CSVS 

requirements. 

By leveraging multiple access providers, we drive down the 

price of access and consolidate bandwidth to provide efficiencies that are not available 

from any single provider.  

The Value of Integrated Voice 
We migrate and manage telecommunications services for all Agencies under one 

provider efficiently structured to provide cost-effective, streamlined management and 

technology migrations, eliminating redundancies and complications of managing 

multiple service providers. We provide all the required functions, features, and reach of 

the CSVS requirements and an effective migration path for Agencies seeking the 

features and functionality of IPVS.  

Our solution is developed for the Agency seeking to leverage the advantages of a 

converged network, including reduced bandwidth, cost savings, and single point of 

management for multiple vendors, technology, and circuits. We provide the interface, 

network, and migration path for moving complex CSVS implementation to a cost-

effective IPVS solution. Key to our approach, the MetTel EIS Portal is a single 

information repository for all customer information, including implementation, inventory, 

maintenance and monitoring, and consolidated billing. Migration is planned and 

managed to meet Agency operational requirements, facility moves, relocations, and 

consolidations. 

. We are the only 

provider capable of managing the complexities of converged networks with a focus on 

operational efficiencies, reduction in cost, and effective Telecommunications Expense 

Management (TEM). Exhibit 2.1.7-2 depicts how MetTel’s CSVS and IPVS integration 

provides total telecommunications management across multiple providers, locations, 

and technologies. 
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Exhibit 2.1.7-2. CSVS and IPVS Integration 

Quality of Services [L.29.2.1, M.2.1(2)] 
We deliver an integrated voice solution for CSVS and work with all the major 

providers for the best service based on location and Agency requirements. We meet the 

high expectations of user demands and deliver CSVS to provide high-quality 

connections across a global geography. We provide voice quality equal to at least 

64kbps PCM (standard, ITU G.711) on all calls. 

CSVS supports voice calls, whether initiated from on-net or off-net locations, to be 

connected to all on-net and off-net locations by direct dialing throughout the U.S. We 

deliver CSVS functions by combining the assets and reach of our strategic partners to 

provide a greater reach and connectivity than any partner provider can provide 

individually.  

2.1.7.1.2 Standards [L.29.2.1, C.2.2.2.1.2] 
We deliver CSVS in compliance with voice service industry standards. 
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extends the core SMS capability that allows exchange of text messages up to 160 

characters in length. 

 
 

 

 

 

 

 

 

 

 

 

  

2.1.9.1.2 Standards [L.29.2.1, C.2.6.1.2] 
MetTel MWS uses the Public Switched Telephone Network (PSTN) and the 

International Telegraph Union Telecommunication Standardization Sector (ITU-T) 

standards for interoperability. Wireless providers also adhere to the ITU-T’s 

International Numbering Resources conformance requirements. All of MetTel’s 

domestic providers are members and active participants in the Alliance for 

Telecommunications Industry Solutions (ATIS) to resolve interoperability issues and use 

the North American Numbering Plan for call routing and completion.  

Our network providers maintain a supporting role in communications standards 

organizations such as the Cellular Telecommunications and Internet Association (CTIA), 

which are trade venues that produce the fundamental specifications for the next 

generation of wireless technology. Introduction of new services and features enables 

subscribing Agencies to take advantage of the synergies and productivity 

enhancements of wireless solutions.  

MetTel wireless network carriers all support the standards listed in EIS RFP Section 

C.2.5.1.2. Our network providers are often the leaders in the development and evolution 

of new wireless standards.  
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and video/ audio/web conferencing, and allows users to access messages with any 

device, anywhere, and at any time.  

 
MetTel UCS software services are a fully-managed service that delivers 

comprehensive unified communications services from MetTel’s embedded network 

infrastructure. UCS wraps its unified communications applications with a fully-managed, 

end-to-end operating platform, accessible through the MetTel EIS Portal, supporting the 

full life cycle for the Agency customer, from initial provisioning, service activation, and 

customer service. By managing the end-to-end customer initiation and service 

implementation process, UCS significantly reduces an enterprise’s internal development 

and infrastructure investments. 

 

 

 

 

 

 

 

 

 

 

MetTel understands integration of new solutions requires transition planning and 

experience with similar size and scope implementations. MetTel has the experience and 

capabilities for Agencies today and seamless growth and enhancement for the future.  
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Exhibit 2.1.11-1 MTIPS Configuration and High Level Data Flow 

2.1.11.1 Compliance with Evaluation Criteria [L.29.2.1] 
The MetTel MTIPS architecture meets the mandatory service requirements in SOW 

paragraph C.2.8.4. This section presents a technical description of the offering, 

demonstrating the capabilities in Standards, Connectivity, Technical Capabilities, 

Features, Interfaces, Performance Metrics, and Security. Exhibit 2.1.11-2 highlights 

some key strengths and benefits of the MTIPS solution in relation to RFP evaluation 

criteria. 
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through the MTIPS architecture. The MTIPS architecture includes firewalls, DNS 

security, e-mail security and the DHS EINSTEIN enclave devices. Encrypted traffic is 

also decrypted and inspected by this suite of devices via certificate loading at the PA’s. 

Any additional policy or standards required by the PA will be made part of the 

contract so that the PA continues to perform to the standards and remains compliant. 

MetTel will submit a technical approach and schedule for proposing these new 

requirements to the CO as per the contract modification guidelines identified in EIS RFP 

Section J.4. 

GSA and the Department of Homeland Security (DHS) jointly developed the 

requirements for the EIS Trusted Internet Connection Access Provider (TICAP) service. 

The high-level functional components include: 

• Redundant Internet access

• Hosted EINSTEIN enclaves

• A Security Operations Center (SOC)

• MTIPS transport and services

MetTel and Raytheon have teamed to provide an ICD 705 compliant Sensitive 

Compartmented Information Facility (SCIF) for harboring and processing classified 

material. 

The TIC architecture provides a PA centralized secure Internet access point that an 

entire PA can use from any of the Core Based Statistical Area (CBSA) locations. The 

MTIPS solution provides security services on top of the TIC solution to the PA’s. This 

allows the PAs to comply with OMB guidance on Trusted Internet Connections. The 

services include an EINSTEIN enclave providing customized threat mitigation, analytics, 

and network flow capabilities; e-mail inspection; encrypted traffic analysis; URL filtering; 

firewall protection; and DNS filtering for the PA’s Internet connection traffic. 

The MTIPS Security Operations Center (SOC) monitors all of the equipment to 

proactively detect malicious activity and remediate threats that are found. Additionally, 
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this service is available to the PAs for monitoring their alerts by Raytheon Foreground 

Security.  

It is understood that the MTIPS system is subject to periodic DHS Cybersecurity 

Compliance Validation (CCV). DHS is responsible for the “Compliance and Assurance 

Program (CAP)”. The CAP employs a collaborative approach and measures, monitors 

and validates the implementation of cross-government initiatives and assesses cyber 

risks. Under CAP, the MTIPS subscriber agencies shall complete an annual 

Cybersecurity Compliance Validation (CCV) self-assessment and DHS will conduct an 

on-site CCV every three years. MetTel, as a MTIPS contractor, will participate in an 

annual DHS led CCV assessment. 

The MTIPS instantiation that the MetTel team is offering is fully compliant with the 

DHS MTIPS requirements. Each node is architected with security, redundancy, failover 

and performance in mind. Multi-site redundancy allows the MTIPS enclave to provide 

continuous operations, even with regional disruptions.  

 

 

performance is continuously 

monitored by the MetTel NOC to ensure that Service Level Agreements with the PAs 

are being maintained and reported. 

2.1.11.1.2 Standards [L.29.2.1, C.2.8.4.1.2] 
The MetTel team will comply with all the current and future regulations, policies, 

requirements, standards, and guidelines for Federal U.S. Government technology and 

cyber security and within 90 days of EIS award, will deliver a plan for adoption of 

applicable standards. The MetTel team will submit an updated plan to the CO within 90 

days of issuance of new TIC/MTIPS capabilities or policy changes. MetTel will respond 

to new document versions, amendments, and modifications which may include 

minimum expectations for identified MTIPS-specified security services. 

Specific national policies include, but are not limited to: 

• NS/EP requirements include a wide range of Executive Orders, Presidential 

Directives as promulgated by the Executive Office of the President, the Director 
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of Homeland Security, the office of Emergency Communications and other 

government entities. 

• OMB Memorandum M-05-22 which directs that agencies must transition from

IPv4 agency infrastructures to IPv6 agency infrastructures (network backbones).

For agencies with an IPv6 network (and those implementing IPv6 networks) with

IPv4 legacy support, the MetTel solution(s) will maintain functionality and fully

understand and will comply with NIST SP 500-276. MetTel acknowledges and

fully understands that all systems, software and equipment supporting the

Participating Agency network and its services will handle IPv6 in an equivalent or

improved way than current IPv4 capabilities, performance and security. MetTel

acknowledges and fully understands not to deploy systems, software and/or

equipment in support of the EIS which does not meet the IPv6 requirement.

MetTel further acknowledges and fully understands that all network management

within the A&A boundary for the EIS will be enabled for IPv6.

• OMB Memorandum M-09-32 “Update on Trusted Internet Connections Initiative”

and will exercise full due diligence in successfully integrating the National Cyber

Protection System (EINSTEIN) deployments, effectively synchronizing with US-

CERT and OMB Memorandum M15-01.

• Office of Management and Budget’s (OMB) Trusted Internet Connections (TIC)

initiative (M-08-05).

2.1.11.1.3 Connectivity [L.29.2.1, C.2.8.4.1.3] 
The MetTel team’s MTIPS connects and interoperates with the following: 

• The Public Internet

• EINSTEIN Enclave

• Global Response Loop to US-CERT with a cross-agency view that allows for

coordination across TIC Portals.

• Rapid Response Loop from DHS to agency communications for the

dissemination of threat/events to/from the Agency.

• Other Agency IP networks via External or Internal connections
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Exhibit 2.1.11-5. MPLS VRF Path Isolation 
By default, MetTel will route all of the PA’s traffic to the primary MTIPS portal. Each 

portal is configured with a PA specific configuration for the security services chosen. 

Internet bound traffic can reach the Internet via the primary MTIPS Portal, with the 

alternative MTIPS portal configured as a warm back-up, in case the primary MTIPS 

portal fails. Using standard Border Gateway Protocol (BGP), traffic from the PA’s 

Customer Equipment (CE) router is routed to the primary or secondary MTIPS. In the 

event the primary MTIPS Portal becomes unavailable for any reason, the BGP session 

will then announce the PA’s routes to a second MTIPS Portal. MetTel will determine the 

primary and secondary MTIPS Portal for the PA based on capacity, distance, and 

preference. Load sharing based on IP address can also be accommodated.  

Traffic follows the paths detailed above before entering the MTIPS system detailed 

below in Exhibit 2.1.11-6. 
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Exhibit 2.1.11-6. TIC and MTIPS connections to PA’s 
The MetTel team’s MTIPS architecture, illustrated in Exhibit 2.1.11-6, is built to 

meet all of the MTIPS mandatory service requirements as well as provide easy 

expansion for the optional services. It adheres to all applicable federal and agency-

specific IT security directives, standards, policies, and reporting requirements. Future 
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regulation, policies, requirements, standards, and guidelines will have a plan of adoption 

developed within 90 days of notice. 

The MetTel team’s MTIPS architecture uses a combination of the security industry’s 

best commercially available technologies to implement the MTIPS requirements. As 

traffic traverses the MetTel MPLS network and MTIPS system, it is kept logically 

separate using Virtual Routing and Forwarding (VRF) and Virtual Local Area Network 

(VLAN) technologies to maintain separation of PAs. Traffic originating from, or destined 

to the PA’s network will be tagged with an agency specific VLAN and encapsulated in a 

VRF.

At the MTIPS border, traffic is identified using the PA’s VLAN tags and routed to the 

appropriate services for that PA. Central to the MTIPS design is an intelligent tap/packet 

broker that directs traffic to the appropriate services. This broker also provides failsafe 

operation should failures occur in the DHS GFP or MTIPS systems. IP addresses will be 

examined to detect and filter spurious/non-agency traffic, which will generate an alert 

sent to the SOC, as well as to DHS. All of the PA’s Internet, Extranet, and inter-agency 

traffic will be directed to the EINSTEIN enclaves while in transit.  

Other services, provided by the MTIPS system are stateless firewalls, DNS 

firewalling, and mail filtering and sanitization. The firewall can provide URL filtering, and 

SSL interception and decryption. This enables the encrypted traffic to be analyzed for 

suspicious patterns that might indicate malicious activity. The firewall will operate in a 

stateless fashion, providing support for asymmetric traffic routing. The e-mail filtering 

system will detect domain level sender forgery, as well as other malicious intents. The 

mail services also offer a level of Data Loss Prevention for the PAs upon request. DNS 

caching services will provide filtering of DNS queries and validation of DNS Security 

Extensions for signed domains for MTIPS subscribers. Raw packet capture will also be 

provided, according to the PA’s requirements. The MTIPS architecture fully supports the 

Federal Video Relay Service for the deaf. 

Alerts from a PA’s traffic will be consolidated via connector and logger appliances for 

delivery to the SOC. 
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Location and system architecture transport SLA KPI performance is measured 

without the impact of delays within DHS GFP being counted against the system 

performance. Other KPI’s are detailed below. 

 

 

 

 

 

 

 

 

 

 

  

The SOC will receive data from the two initial MTIPS nodes and reduce, normalize, 

correlate, fuse and manage the event data from the devices that support the MTIPS 

operation.  

Customized reports will be provided to support the PA’s authorities/analysts that will 

identify security events of interest that may negatively affect the TIC’s performance. 

Properly trained, qualified and cleared staff will support the security functions 24x7. This 

includes at least 2 people with appropriate credentials to manage the technical aspects 

of network attacks. 

2.1.11.1.6 Interfaces [L.29.2.1, C.2.8.4.3] 
MetTel supports the UNIs at the SDP to connect to the MTIPS Transport POP as 

specified in proposal section 2.1.5.4 for SONET  

 

2.1.11.1.7 Performance Metrics [L.29.2.1, C.2.8.4.4] 
MetTel collects a variety of performance metrics that are monitored by the NOC to 

ensure the system is always operating within peak efficiency. Reports are available 

through the MetTel EIS Portal for PA’s to access their traffic and equipment 

performance within the MetTel network. 
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2.1.12.1.2 Standards [L.29.2.1, C.2.8.5.1.2] 
MSS complies with all the appropriate standards for any underlying EIS access and 

transport service and the specific standards and requirements identified in an Agency 

Task Order as required in C.2.8.5.1.2. 

2.1.12.1.3 Connectivity [L.29.2.1, C.2.8.5.1.3] 
MSS connects to and interoperates with the Agency networking environment, 

including Demilitarized Zones (DMZs) and secure LANs, as required by the Agency. 

MSS also supports connectivity to Extranets and the Internet and ensures seamless 

connectivity to Agency networking environments as specified in C.2.8.5.1.3. 

2.1.12.1.4 Technical Capabilities [L.29.2.1, C.2.8.5.1.4] 
Raytheon’s team leverages an integrative approach to develop and provide MPS, 

VSS, and INRS. Our MSS fuses 

We 

referenced in Exhibit 2.1.12-5. 
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Exhibit 2.1.12-5. Raytheon’s MSS Flow 
Custom content is what drives the advanced capabilities offered in our Security 

Analytics. Our team maintains  

 

 

 

 

2.1.12.1.4.1 Managed Prevention Service (MPS) [C.2.8.5.1.4.1] 
In support of MPS, the Raytheon team provides enterprise  

As part of our MPS 

turnkey capability, Raytheon Security Engineers  

 These components are designed 

and rigorously tested to meet, or exceed, network performance KPIs and Agency 

functionality requirements. Following design and testing, our team  

 

 the appropriate 

Agency-specific data. As part of on-going management, in accordance with our focus on 

continuous service improvement, our team  
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 to minimize exploitation of Agency assets.  

 

 

. Our MSS  

 the 

successful remediation of any vulnerabilities. 

Our MSS INRS team  

 subject to direction by 

authorized Agency personnel. The Agency may request documentation and case notes 

at any stage of this response process. 

Service Level Objectives 
For the INRS, Raytheon’s MSS SLA objective is a  

 

 

 

Core Capabilities 
Our activities are performed in such a manner to  

 

 Exhibit 2.1.12-12 lists key INRS 

capabilities. 

Exhibit 2.1.12-12. Raytheon INRS Capabilities 
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As part of Raytheon’s MSS, we act as part of the Agency’s 

Our incident reporting includes 

From the time of discovery, 

We provide the Agency team the ability to trace each incident response 

lifecycle and participate 

To facilitate 

 Each of the content elements denoted under each step of the incident 

handling methodology play a critical role in said incident handling methodology detailed 

in Exhibit 2.1.12-13.
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Exhibit 2.1.12-13. Raytheon INRS Handling Methodology 

2.1.12.1.5 Features [L.29.2.1, C.2.8.5.2] 
Raytheon’s MPS provides the features listed in Exhibit 2.1.11-14.  

Exhibit 2.1.12-14. Raytheon MPS Features 
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Raytheon’s MSS  as requested by the Agency 

and  

 One of the differentiating 
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factors for Raytheon’s VSS is  

 

 

 

space for active attacks;  

Our seasoned INRS personnel have  

 

 

Our methods for uncovering evidence of compromise or validating false 

positives do not change and are  

 While not analyzing during an active 

incident,  

 

 

 

 

2.1.12.1.6 Interfaces [L.29.2.1, C.2.8.5.3] 
The Raytheon MSS supports the interfaces of VPNS, ETS, and IPS without issue 

when integrated within the customer environment due to the autonomy of the MSS. 

2.1.12.1.7 Performance Metrics [L.29.2.1, C.2.8.5.4] 
We meet or exceed the values of the KPIs for MSS and all underlying EIS security 

services we manage. 

Raytheon supports all performance metrics for our MSS as specified in the Task 

Order. In addition to the MetTel EIS Portal, the  
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diligence demonstrates our commitment to preserve the confidentiality, integrity, and 

availability of data while implementing appropriate security measures and monitoring 

systems. The MMS data center operations team leverages a documented methodology 

encompassing configuration, capacity, change, service level, availability, and incident 

and problem management policies and processes. 

2. Enterprise System Integration
MetTel assists with deploying and integrating MMS into the Agency-wide 

environment. We securely integrate with Active Directory (AD) and Lightweight Directory 

Access Protocol (LDAP), certificate authorities, email infrastructures, and other 

enterprise systems in a cloud and on-premise deployment model to preserve the 

Agency investment in existing enterprise resources, centralize mobility management, 

and streamline user enablement. We integrate Trouble Ticketing with the MetTel EIS 

Portal to provide enterprise-wide trouble management and reporting. 

3. Training
MetTel provides MDM and MAM solution training materials, online training, and 

additional training resources. 

4. Help Desk
The MetTel EIS Help Desk provides MDM and MAM support for all EIS users and 

Agencies. Users initiate support for trouble request and resolution via email or 

telephone or by creating an online Trouble Ticket. 

2.1.13.1.5 Features [L.29.2.1, C.2.8.6.2] 
No features are specified for MMS. 

2.1.13.1.6 Interfaces [L.29.2.1, C.2.8.6.3] 
MetTel MMS supports UNIs for all smartphones and tablets running smartphone 

operating systems across 3G/4G Cellular Service based on CDMA, GSM, and LTE 

standards as required. The SRE Catalogue lists all SREs with the designation 

“Wireless” in the Note column. 
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2.1.13.1.7 Performance Metrics [L.29.2.1, C.2.8.6.4] 
The MetTel EIS Portal supports the EIS Services Trouble Management System 

(TMS). All KPIs for MMS are met and reported through the TMS. Users can query the 

status of Trouble Tickets and their status against the KPIs and performance thresholds. 

The TMS complies with the event notification values and the severity they indicate. 
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Alerting and Reporting 
 

 

 

 

 

 

 

 

 

 

 

  

Overall, Raytheon’s Core Infrastructure Service solution meets all DHS and MetTel 

requirements while providing flexibility to expand to a highly available architecture and 

integrate future capabilities.  

Performance Specification 
Initial design capacity is driven by PA service level agreements (SLA). Latency 

(DNS) is dictated by system processing latency and physical displacement.  

 

  

System Design Detail 
This section provides a detailed overview of our solution, describing each 

component and its function. All components were selected after detailed trade studies.  

Firewall 
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Event Logging Event Capture & Storage 
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System Monitoring  
 

 

 

  
DNS IPSS Concept of Operations (Blocking, Sink-holing) 
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Secure Environment 
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Indicator and Signature Management 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

2.1.14.1.2 Standards [L.29.2.1, C.2.8.9.1.2]  
MetTel’s partner, Raytheon, is a commercial service provider participant in the DHS 

Enhanced Cybersecurity System (ECS) program. Performance and security 

requirements and standards are similar to IPSS. Raytheon’s experience will be 

leveraged to expeditiously implement IPSS. 

Applicable Regulations, Policies, and Instructions 
MetTel understands the importance of providing a fully compliant system that not 

only adheres to government standards but also provides assurance that information 
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security and privacy concerns remain paramount. Our solution ensures a low-risk 

transition to operations based on the current version of NIST SP 800-53v4, 

“Recommended Security Controls for Federal Information Systems,” the current version 

of NIST SP 800-37, NIST SP 800-64 “Security Considerations in the Information 

System Development Life Cycle,” and FIPS PUB. In addition,  

 

 

 

 

 

Verification & Validation 
Verification and validation is subdivided into three categories: Developmental which 

confirms correct implementation of a new capability; Assessment and Accreditation 

which confirms the security and hardening of the IPSS; and Operational which confirms 

the correct functioning of signatures and indicators within the IPSS. DHS NCSD and 

DHS I&A are invited to observe or participate in any developmental capability testing or 

operational signature testing. Test reports will be available for review and concurrence. 

Developmental 
With each increment of the component integration and configuration, testers, 

independent of the network engineer, will conduct component or product-level testing. 

The testers will create test cases that are traceable to all requirements in the system 

specification and SRTM. Once a network engineer completes and verifies a 

requirement, the designated tester will develop and execute a test case. As new 

functionality is added to the baseline, the tester performs regression tests to ensure that 

newly integrated capabilities do not affect existing functionality. Any discovered non-

conformances will be entered into the defect tracking tool, fixed by the development 

team, and validated by the tester. The testers will also create test data sets and 

configure the test harnesses as required to allow verification of all requirements. 

MetTel is responsible for injecting the test data sets into the systems under test. If 

any non-conformances are discovered, they will be documented and fixed by the 

technical team in order to complete checkout verification. 
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Assessment & Authorization 
Following verification of functionality, a Raytheon and MetTel technical team will 

prepare the system for acceptance test and assessment and authorization (A&A) 

activities. Raytheon will assist MetTel to provide inputs to a set of security artifacts that 

are used by the government to assess the security posture of the services provided by 

the contractor. This includes, but may not be limited to: Security Concept of Operations 

(SECONOPs), an Architectural overview, Standard Operating Procedures (SOP), 

System configurations for all devices performing security-relevant functions, including 

configurations of all security-related software, an SRTM Response, Vulnerability and 

penetration test results, incident reports (or templates) used to detail any security 

incidents already experienced on the system, and if applicable, source code for custom 

code developed, including modifications to commercial or open-source programs, and a 

Plan of Action and Milestones (POA&M) that identifies security findings and associated 

plans to remediate those findings. 

Typical preparations include clearing out all logs, and configuring the system to a 

candidate set of PA parameters that MetTel has agreed to with DHS for acceptance 

testing. The Raytheon technical team will perform dry runs of the acceptance test cases 

to ensure the IPSS system is ready for acceptance testing. 

In support of the certification and accreditation, Raytheon will support technical 

assessments including testing of controls, system penetration testing, and security 

compliance reviews and audits. We will also support development of mitigation plans for 

open findings. This phase ends when the IPSS systems have been accredited and 

MetTel has received an ATO. 

Operational 
As part of the IPSS delivery, MetTel will provide a Service Verification Environment 

(SVE). The SVE complements the operational IPSS and is a form-fit-function identical 

instantiation of the IPSS. The purpose of the SVE is to confirm the proper functionality 

of signatures under simulated, representative traffic prior to upload to the IPSS.  

2.1.14.1.3 Connectivity [L.29.2.1, C.2.8.9.1.3] 
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Understanding [L.29.2.1, M.2.1(1)] 
MetTel will provide hardware and materials that are incidental to the installation, 

operation and maintenance of EIS services. MetTel provides networking and security 

service-related equipment such as Switches, Routers, PBXs, Telephones, Servers, 

Security Appliances, Firewalls, Conferencing-Related Equipment, Microwave Systems, 

Free-space Optics Systems, Surveillance Systems, Sensors, Radio-related Equipment, 

VSATs, and Wireless Devices. 

All equipment provided to the government under EIS will be new and not previously 

used or refurbished. This hardware and materials are incidental to the installation, 

operation and maintenance of EIS services. Unless otherwise specified, all items shall 

be preserved, packaged, and packed in accordance with normal commercial practices, 

as defined in the applicable commodity specification. Packaging and packing will 

comply with the requirements of the Uniform Freight Classification and the National 

Motor Freight Classification (issue in effect at time of shipment) and each shipping 

container or each item in a shipment will be of uniform size and content, except for 

residual quantities. Where special or unusual packing is specified in a task order (TO), 

but not specifically provided for by the contract, such packing details must be agreed to 

by the ordering agency and MetTel. 

A packing list or other suitable shipping document will accompany each shipment 

and will indicate: 

1. Name and address of the consignor 

2. Name and complete address of the consignee 

3. Government order or requisition number 

4. Government bill of lading number covering the shipment (if any) 

5. Description of the material shipped, including item number, quantity, number of 

containers, package number (if any), and weight of each package 

All initial packing, marking and storage incidental to shipping of equipment to be 

provided under EIS will be MetTel’s expense. Such packing, supervision marking and 

storage costs will not be billed to the government. Supervision of packing and 

unpacking of initially acquired equipment will be furnished by the MetTel. 
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All leased equipment, accessories, and devices located on government property will 

be dismantled and removed from government premises by MetTel, at the MetTel’s 

expense, within 45 days after the service termination date. All dismantling and removal 

of equipment is performed by the MetTel during normal government business hours at 

the location. Advance notice must be provided to the Local Government Contact to 

ensure that such dismantling and removal occurs with a minimum of disruption to any 

service or operation. Exceptions to this requirement will be mutually agreed upon and 

written notice issued by the agency Ordering Contracting Officer (OCO). 

Quality of Services [L.29.2.1, M.2.1(2)] 
MetTel provides a minimum of one year system warranty (or provided by the 

manufacturer) for all hardware and software ordered under EIS, including all equipment 

supplied, installed, and integrated by MetTel. The MetTel equipment warranty provides 

for hardware repairs and the distribution of updated software to all users who ordered 

the hardware and software under the EIS contract. MetTel provides warranty 

information associated with each product and service delivered to the GSA CO or OCO. 

MetTel will repair or replace malfunctioning equipment covered by warranty within 

five (5) business days or as specified in the TO. A MetTel point of contact will be 

identified and available from 7 AM to 7 PM local time or for a longer period as specified 

in the agency TO. Warranty begins at the time the SRE is accepted. 

MetTel has strict policies that all equipment has been purchased from reputable 

vendors who provide certificates of authenticity and warranties for all the equipment and 

components they provide. These certificates and warranties are passed along to the 

customer as part of the MetTel sales agreement.  

Additionally, MetTel only works with Original Equipment Manufacturers (OEMs) that 

exercise strict quality control to ensure that counterfeit or illegally modified hardware or 

software components are not incorporated into the OEM product and include traceability 

and evidence of genuineness of Information Technology Tools (ITT) back to the 

licensed product and component OEMs. 

MetTel corporate policy ensures that SCRM clauses are inserted into all purchasing 

agreements with vendors and that the vendors supply us with the appropriate SCRM 

documentation as specified in NIST SP 800-161. MetTel maintains full documentation 
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and audit trails with all of our vendors to ensure full accountability throughout the 

purchasing and acquisition lifecycle. 

Service Coverage (for CBSA-dependent services) [L.29.2.1, M.2.1(3)] 
MetTel equipment will be provisioned in the awarded CBSA’s as requested in the 

agency TO. 

Security [L.29.2.1, M.2.1(4)] 
MetTel does not purchase anything or enter into contractual relationships with 

unknown and/or unidentified sources under any circumstances. Our corporate 

reputation depends on our integrity and the integrity of our supply chains. 

MetTel policy for Enterprise System and Services Acquisition defines MetTel policy 

for managing risks from third party components and services’ providers. Through the 

establishment of an effective third party risk management program, MetTel implements 

security best practices with regard to Systems and Services Acquisition and Supply 

Chain Risk Management. 

2.1.15.1.1 Warranty Service [L.29.2.1, C.2.10.1] 
MetTel provides, at no additional cost to the government, a minimum one-year 

system warranty (or the warranty provided by the OEM, whichever is longer) for all 

hardware and software ordered under EIS, including all equipment supplied, installed, 

and integrated by MetTel. The equipment warranty shall provide for hardware repairs 

and the distribution of updated software to all users who ordered the hardware or 

software under EIS. MetTel provides warranty information associated with each product 

and service delivered to the GSA CO or OCO if requested. 

The contractor shall repair or replace malfunctioning equipment covered by warranty 

within five (5) business days or as specified in the TO. The contractor shall provide to 

the government a point of contact for the warranty who is available from 7AM – 7PM 

local time, or for a longer period if specified in the TO. The warranty shall begin at the 

time the SRE is accepted. 

MetTel strictly follows our System and Services Acquisition Policy and our SCRM 

Policy which mandates purchasing solely from publically known sources who provide 

genuine “brand name” hardware and software complete with warranties, certifications, 

and support, which are then passed to the agency/end-user. 
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MetTel conducts a supplier review process which is strictly policy based prior to 

entering into a contractual agreement to acquire COTS software. MetTel inserts SCRM 

clauses into all our contracts to ensure that our vendors are contractually obligated to 

comply with our SCRM requirements. 

MetTel requires that all hardware and software products purchased, come complete 

with vendor certification and warranties. We maintain an automated system which 

tracks software licensing to ensure that MetTel is in full compliance with all hardware 

and software licensing requirements. 
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Job Levels 
Labor categories are further subdivided into three levels in accordance with RFP 

Section B.2.11.2: Junior, Journeyman, and Senior / Subject Matter Expert (SME), based 

on years of experience and duties/responsibilities as follows: 

• JUNIOR: An individual in the junior labor category level has up to 3 years of 

applicable experience. Such an individual is responsible for assisting more senior 

positions and/or performing functional duties under the oversight of more senior 

positions.  

• JOURNEYMAN: An individual in the Journeyman labor category level has 3 to 10 

years of applicable experience. Such an individual typically performs all 

functional duties independently. 

• SENIOR/SME: An individual in the Senior / Subject Matter Expert (SME) labor 

category has more than 10 years of applicable experience, or is an individual 

whose qualifications or expertise are exceptional, or is recognized as an industry 

leader for a given area of expertise. Such an individual performs all functional 

duties independently, and may oversee the efforts of less senior staff and/or be 

responsible for the efforts of all staff assigned to a specific job. 
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All planned work and code compliance will be reviewed and approved by the OCO 

and the local building approval authority prior to start of work. MetTel and our team of 

contractors will provide the tools and test equipment to perform the site preparation as 

specified in the TO. Ownership of all tools and test equipment will be retained by MetTel 

and its contractors unless otherwise specified in the TO. 

MetTel understands that the government will furnish facilities and utilities to MetTel 

that already are installed at the site, including light, heat, ventilation, and power. MetTel 

will provide temporary utilities that are not available in the work area and coordinate any 

disconnection of utilities required to implement new services.  

MetTel will provide building additions or changes to the existing structure to support 

the telecommunications and IT installation that are integral to and necessary for the 

effort defined in the TO. HVAC and electrical construction will be limited to new or 

upgraded installations necessary to support telecommunications and IT equipment. 

MetTel will expand or enhance power systems to provide appropriate environmental 

controls to support the installation and requirements of the TO. 

MetTel will use the Site Survey Estimate Template for Wiring Install provided in J.6 

of the EIS RFP for defining the scope and cost of each site defined in the TO. Each site 

survey will include the completed Template and any necessary drawings or pictures to 

support the efforts required to implement the telecommunications and IT services. 

MetTel will provide a warranty period of at least one (1) year for the premises 

wiring/cabling after the service has been accepted by the CO or OCO. 

2.1.18 Toll Free Service [C.2.2.3] 
2.1.18.1 Compliance with Evaluation Criteria [L.29.2.1] 

MetTel proposes a Toll Free Service (TFS) solution that meets the mandatory 

service requirements for TFS in C.2.2.3. This section presents a technical description of 

our offering, demonstrating our capabilities in Standards, Connectivity, Technical 

Capabilities, Features, Performance Metrics, and Interfaces. Exhibit 2.1.18-1 highlights 

some key strengths and benefits of our TFS solution in relation to RFP Section M.2.1 

evaluation criteria. 

Exhibit 2.1.18-1. Features and Benefits of Approach to TFS 
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Agencies can use MetTel’s inbound TFS as a convenient means of accessibility for 

different callers including citizens, non-citizens, and agency personnel. TFS includes a 

set of advanced service features and related voice applications to meet agency needs 

for delivering services to their callers. 

MetTel’s Toll Free Service provides basic inbound toll free calling and offers 

advanced feature and call routing capabilities. TFS includes intelligent call routing and 

network-based Interactive Voice Response (IVR) capabilities to enable agencies to 

effectively manage inbound calls. 

2.1.18.3 Standards [L.29.2.1, C.2.2.3.2] 
MetTel’s TFS complies with the standards shown in Exhibit 2.1.18-2. MetTel’s voice 

service engineers maintain awareness of new and changing industry and government 

standards that may impact our TFS solution. We update our TFS service accordingly to 

ensure GSA and all clients have the advantage of new features, capabilities and 

functions that new and changing standards make possible. For GSA and Agencies, this 

results in a TFS that is always up-to-date and avoids technology obsolescence and 

ensuring that future growth is addressed. 

Exhibit 2.1.18-2: MetTel's Support of Required Standards 
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supports this flexibility by meeting  

 

Exhibit 2.1.18-6. Interfaces supported by MetTel's TFS 
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2.1.19 Circuit Switched Data Service (CSDS) [C.2.2.4] 
2.1.19.1 Compliance with Evaluation Criteria [L.29.2.1] 

MetTel proposes a Circuit Switched Data Service (CSDS) solution that meets the 

mandatory service requirements for CSDS in C.2.2.4. This section presents a technical 

description of our offering, demonstrating our capabilities in Standards, Connectivity, 

Technical Capabilities, Features, Performance Metrics, and Interfaces. Exhibit 2.1.19-1 

highlights some key strengths and benefits of our CSDS solution in relation to RFP 

Section M.2.1 evaluation criteria. 

Exhibit 2.1.19-1. Features and Benefits of Approach to TFS 

2.1.19.2 Service and Functional Description [L.29.2.1, C.2.2.4.1, C.2.2.4.1.1] 
MetTel’s CSDS provides synchronous, full duplex, digital data transmission rates up 

to DS1, including integral multiples of DS0 data rates (i.e., NxDS0, where N = 1 to 24) to 

on-net and off-net locations. Data rates below DS1 are available in multiples of DS0 

data rates. Typically, CSDS is used to support high-bandwidth services such as on-

demand video conferencing. 

2.1.19.3 Standards [L.29.2.1, C.2.2.4.1.2] 
Our CSDS complies with the following standards:  
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2.1.20.2 Service and Functional Description [L.29.2.1, C.2.8.7.1, C.2.8.7.1.1] 
MetTel’s ACS provides a reliable high-quality audio conferencing service that 

enables agencies to collaborate with colleagues in a multi-point audio conferencing call. 

Workers in the office, at home or on the go, can utilize MetTel’s ACS mobile and 

desktop apps to start meetings faster by connecting without dialing numbers or 

passcodes.  

 

 

 

2.1.20.3 Standards [L.29.2.1, C.2.8.7.1.2] 
Adherence to industry and government ACS standards ensures the Agency has a 

secure, reliable, flexible, scalable, and resilient service. Our voice engineers and 

product managers monitor changes to standards to determine the impact to our ACS 

and implement upgrades when feasible. This ensures our ACS continues to provide 

features and benefits brought and avoids technology obsolescence. MetTel’s ACS 

complies with the standards seen in Exhibit 2.1.20-2. 
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2.1.21.2 Service and Functional Description [L.29.2.1 C.2.1.4.1, C.2.1.4.1.1] 
MetTel’s redundant networks, components, and facilities help ensure that our PLS 

provides Agencies with reliable full-duplex transmission and connectivity options. 

Further, this allows us to offer connectivity between dedicated end-points with options 

for additional drops. This level of diversity and design flexibility supports multiple types 

of transmission applications including voice, data, video, multi-media, and encryption of 

connectivity if needed. Our PLS’s enhanced technical capabilities (shown in Exhibit 

2.1.21-3 and Exhibit 2.1.21-4) meet a wide range of bandwidth, speed, and technical 

characteristics for any Agency.Exhibit 2.1.21-3. General Technical Capabilities of 

MetTel’s PLS 

2.1.21.3 Standards [L.29.2.1 C.2.1.4.2] 
Adherence to industry and government PLS standards ensures Agencies have a 

secure, reliable, flexible, scalable, and resilient service that results in consistent 

performance, and reduces technology transition risks. MetTel’s PLS engineers and 

product managers monitor changes to standards to determine the impact to our PLS 

and implement upgrades when feasible. This results in providing Agencies with features 

and benefits brought about by new technology advancements and avoids technology 

obsolescence. MetTel’s PLS complies with the standards seen in Exhibit 2.1.21-2. 

Exhibit 2.1.21-2. MetTel’s PLS Adheres to the Full Range of Industry Standards 
MetTel PLS Standards Compliance Benefit for Agency 

ANSI T1.102/107/401/403/503/510 for T1 MetTel’s PLS supports this standard 

Telcordia PUB GR-499-CORE for T3 MetTel’s PLS supports this standard 

ANSI T1.105 and 106 for SONET MetTel’s PLS supports this standard 

Telcordia PUB GR-253-CORE for SONET MetTel’s PLS supports this standard 

ITU-TSS G.702 and related Recommendations for E1 and E3 MetTel’s PLS supports this standard 

Telcordia PUB SR-TSV-002275, TR-NWT-000965, and TR-NWT-

000335 for analog 

MetTel’s PLS supports this standard 

Telcordia PUB GR-418-CORE for reliability/performance MetTel’s PLS supports this standard 

 
2.1.21.4 Connectivity [L.29.2.1 C.2.1.4.1.3] 

With an extensive U.S. domestic network infrastructure, MetTel connects Agencies 

to one of the most advanced networks in the country and interfaces with other EIS 

contractors as needed. As a result, Agencies will have cost-effective PLS that supports 

various applications such as voice, data, video, multimedia, and encrypted 
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communications. Our PLS extends the reach of Agencies’ internal communications 

infrastructure by terminating with SDPs such as PBXs, Multiplexers, Routers, Video 

CODECs, and Group 4 FAXs. MetTel’s private lines provide point-to-point digital data 

connectivity (not part of the public switched network) which can link multiple Agency 

sites to each other or to network nodes with a fully managed high-speed service. 

Connectivity between end points is permanent unless and until modified at Agency 

request. 

2.1.21.5 Technical Capabilities [L.29.2.1 C.2.1.4.1.4] 
MetTel’s PLS meets all general technical capabilities as shown in Exhibit 2.1.21-3. 

Exhibit 2.1.21-3. General Technical Capabilities of MetTel’s PLS 
MetTel PLS General Technical 

Capabilities 
Routing requirements in Section C.1.8.8 ensuring 

any encrypted tunnels are applied and proxied to 

allow inspection 

Transparency to any protocol 

Data transparency treatment of all bit sequences 

transmitted by GFP through the SDP 

 
MetTel’s PLS offers support to a wide range of standards-based data rates. Support 

for this technical capability provides Agencies with a flexible and scalable service to 

meet an array of diverse mission requirements. See Exhibit 2.1.21-4 for the data rates 

supported by MetTel. 

Exhibit 2.1.21-4. MetTel’s PLS Supports the Full Range of Data Rate Categories 
Item MetTel PLS Data Rate 

Technical Capabilities 
1 DS0 

2 T1 

3 T3 

4 E1 

5 E3 

6 (Optional) SONET OC-1 
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7 (Optional) SONET OC-1; Virtual 

Tributary 

8 SONET OC-3 

9 SONET OC-12 

10 SONET OC-48 

11 SONET OC-192 

12 (Optional) SONET OC-768 

13 (Optional) Subrate DS0 

14 (Optional) Analog Line (4KHz) 

15 (Optional) Fractional T1 

16 Fractional T3 

 
2.1.21.6 Features [L.29.2.1 C.2.1.4.2] 

MetTel’s PLS meets all feature requirements shown in Exhibit 2.1.21-5. The result is 

that Agencies will be supported in all mission and operational needs. 

Exhibit 2.1.21-5. MetTel’s PLS Meets All Feature Requirements 
Name of Feature 

Branch-Off 

Drop-and-Insert 

Transport Diversity 

Transport Avoidance 
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and/or Inter-Agency Government traffic will be identified and routed 

through a secure latest-generation Managed Trusted Internet Protocol Services 

(MTIPS) and DHS EINSTEIN Enclaves for processing. We will design, 

implement, and operate our services to achieve the required routing of 

Government traffic (including delivery to and receipt from) through MTIPS and 

DHS EINSTEIN Enclaves, which are strictly intermediate hops and not 

considered end points. KPI SLA measurement and transport SLA KPIs are 

measured as if through loopbacks in MTIPS and EINSTEIN Enclaves. 

If contract modifications are required to meet new Government-specific 

requirements, we will submit a technical approach and schedule for proposing these 

new requirements to the CO as defined in § J.4. 

2.3.1 Methodology for Identifying Agency Traffic  [L.29.2.3 (1)] 
To meet the External Traffic Routing requirements, the MetTel Team will build the 

MTIPS Portals  

 

 

 for inspection prior to delivery to destination. In the event an agency has 

bifurcated its data network and MTIPS, the routing discussed below will still apply. 

The MetTel Team routes all traffic to one of three MTIPS Portals (or to the Agency’s 

MTIPS provider). Each Portal is configured with a Participating Agency-specific 

configuration for the combined security service. Internet-bound traffic reaches the 

Internet via the designated MTIPS Portal, with the alternative MTIPS Portal configured 

as High Availability (HA) backup MTIPS Portals. In the case of MetTel being the MTIPS 

provider, using standard BGP, traffic from the Participating Agency’s CE router is routed 

to respective MTIPS Portals. We also accommodate load sharing based on IP address.  

The BGP announces routes from the router at the Participating Agency’s SDP to the 

 In the event  is supplied by MetTel and 

becomes unavailable for any reason, the BGP session announces the Participating 

Agency’s routes to the . We determine  

 for the Participating Agency based on . 
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This solution offers the combination of the industry's most  

with a comprehensive range of next-generation network security services, including: 

• Granular visibility and control 

• Robust web security  

• Industry-leading Intrusion Detection System (IDS) and Intrusion Prevention 

System (IPS) to protect against known threats 

• Comprehensive protection from threats and advanced malware 

• Virtualization of firewalls to provide separate traffic specific policies  

• High availability for high-resiliency applications 
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2.3.2 Approach to Redirecting Agency Traffic to EINSTEIN [L.29.2.3 (2)] 
The MetTel architecture allows agencies to interconnect their networks transparently 

over the  MetTel delivers 

connections to agency sites in the Continental U.S. (CONUS) Outside the Continental 

U.S. (OCONUS) and has international capabilities.  

 



Contract Number: GS00Q17NSD3007 
Modification Number: P00125 

Effective Date: To Be Determined 

Enterprise Infrastructure Solutions (EIS) 265 Submission number: ME00381.04a 
  Electronic file name: MetTel_TechVol_01.docx 

Use or disclosure of data contained on this page is subject to the restrictions on the title page of this proposal. 

 MetTel provides geographically diverse 

connections to provide added reliability.  

 

 

 

 

 MetTel provides the most cost-

effective network reach to all domestic CBSAs.  
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 This architecture is a 

network that provides any service to any EIS location, including mandatory services to 

all Government locations within all 100 top CBSAs and 812 additional CBSAs.  
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The MetTel  network is the foundation for EIS services. MetTel has 

recently deployed the next generation infrastructure that takes the core network to new 

levels of flexibility and traffic delivery by leveraging  
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Our remote access point supports telework/remote access for authorized staff and 

users using VPNs through external connections, including the Internet.  

 

 

 

 

 

 

 

 

 

 

 

  

We support a variety of customer, third-party, and internal authentication 

mechanisms including but not limited to RADIUS, Internal LDAP, tokens, PKI, and 

X.509 certificates depending on the Participating Agency’s requirements specified in the 

Task Order.  

 



Contract Number: GS00Q17NSD3007 
Modification Number: P00125 

Effective Date: To Be Determined 

Enterprise Infrastructure Solutions (EIS) 271 Submission number: ME00381.04a 
  Electronic file name: MetTel_TechVol_01.docx 

Use or disclosure of data contained on this page is subject to the restrictions on the title page of this proposal. 

 
 

 

 

 

 

  



Contract Number: GS00Q17NSD3007 
Modification Number: P00125 

Effective Date: To Be Determined 

Enterprise Infrastructure Solutions (EIS) 272 Submission number: ME00381.04a 
  Electronic file name: MetTel_TechVol_01.docx 

Use or disclosure of data contained on this page is subject to the restrictions on the title page of this proposal. 

 

 

  

 

 

 

 VPN access point supports dedicated external connections to 

external partners and business partners as well as MetTel MPLS connected 

Participating Agencies.  

 

 

 The following baseline capabilities are supported for 

external dedicated VPN and private line connections at the VPN Access Point:  
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Our Extranet access point supports dedicated Extranet connections to internal 

partners.  

 

 

:  
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If the Participating Agency’s MTIPS Portal is hosted by another MPLS vendor, 
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2.3.3 Approach to Notify DHS of Non-Participating Agency Traffic [L.29.2.3 (3)] 
Our  network is a highly reliable solution. 

 Agencies benefit from high-quality 

services derived from a stable, proven network platform.  

 

 

 

 

 

 

 

 

 

 

 

  

 service enables aggregation and flexibility in accessing the 

MTIPS gateway. Our architecture also provides diverse route and POP access to the 

MetTel network, eliminating single points-of-failure between a Participating 

Agency’s location and the MetTel MTIPS gateway. Our architecture ensures that all 

Agency traffic continues to flow and remains secure even if the Internet becomes 

unavailable due to an attack.  

Once an alert is triggered, we notify the Participating Agency. Relevant data is 

stored and accessible by the Participating Agency via appropriately classified and 

approved communication channels. In the event of component or capability degradation 

or failure, the system’s health data is likewise transmitted to DHS and Participating 

Agencies. System event tracking records all activity concerning the operations and 

management of our  and MTIPS Enclave.  
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2.3.4 Control Mechanisms to Ensure No By-Pass [L.29.2.3 (4)] 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.3.5 Sensing and Control Mechanisms to Ensure Traffic Failsafe [L.29.2.3 (5)] 
Central to the External Traffic Routing design is  
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System monitoring provides operators real-time analysis of individual device health and 

behaviors.  

 

 

This awareness is critical in making decisions during an attack or service outage. 

Therefore, the monitoring system provides access to audit compliance capabilities along 

with fallback tools in the event of misconfiguration.  

 

 

 This strategy provides safeguards needed to 

maximize network uptime and minimize threat impact. 

2.3.6 Location of Certified Facilities [L.29.2.3 (6)] 
The Primary DHS EINSTEIN Enclave will reside at the DHS Certified SCIF at the 

 Other sites will be selected in the 

future based on best locations to provide geographic diversity, high availability and best 

end-to-end performance for Participating Agency locations.  

2.3.7 Availability of TS/SCI-Cleared Personnel [L.29.2.3 (7)] 
The MetTel Team employs trained, qualified, and cleared staff (U.S. citizens) to 

support network design, configuration, and operation functions 24x7x365. The MetTel 

NOCs are staffed with personnel with appropriate credentials to manage technical 

aspects of the network. We perform enhanced background examinations of our staff 
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members and follow the Federal background investigation protocol specified in the EIS 

RFP.  

The MetTel Team applies the principal of role-based access so that only those 

MetTel staff with a verified need for access to our network infrastructure are granted 

access. In addition to role-based access, every MetTel Team user has individually, 

specifically assigned access rights and privileges that apply the principal of “least 

access.”  

 

  

All user access logs are retained in full compliance with the EIS RFP.  

 

 

 

 

 

2.3.8 Instrumentation to Measure Transport KPIs [L.29.2.3 (8)] 
Our embedded performance collection and management capabilities provide real-

time and historic reporting of the AQL of KPIs for the  
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MetTel has a toll-free number (1-877-2Go-2EIS) which provides Agencies with direct 

access to MetTel Customer Support. This number is 508 compliant, enabling access by 

Email (EIS@MetTel.net), FAX, TTY, telecommunications display devices, text 

messaging, or other methods as required. In addition, the MetTel EIS portal is 508 

compliant so that EIS service users can access all the information and capabilities in a 

508 compliant manner. 

The following describes the MetTel approach for maintaining compliance with 

Section 508. The MetTel approach for 508 compliance includes working with the service 

providers and device manufacturers that MetTel relies on to deliver the EIS offerings. 

The following are the major components of the MetTel 508 compliance program. 

Discovery and Scoping 
MetTel will provide the Voluntary Product Accessibility Templates (VPATs) 

developed for each offered service not later than 30 days after authorization to proceed. 

The VPATs will address the requirements for the services defined in Exhibit 3-1 and 

evaluated against the following requirements: 

• 1194.21 Software Application and Operating System 

• 1194.22 Web Based Internet Information and Applications 

• 1194.23 Telecommunications Products 

• 1194.31 Functional Performance Criteria 

• 1194.41 Information, Documentation, and Support 

This evaluation will identify and resolve compliance issues in existing requirements 

or services. This information will also be used to develop future releases of MetTel 

services to ensure compliance with Section 508 for future enhancements and releases. 

MetTel Section 508 Project Manager (PM), , is responsible for the testing 

and integration of products and services with Assistive Technologies. The PM works 

with SRE manufactures and service providers to ensure that Section 508 compliance is 

an integral part of the design process for all new and future hardware and software 

releases. 

The Section 508 PM reports to the MetTel Program Manager every month providing 

any updated VPATs and Technical Reports as required by Section C.4.5 of the EIS 

RFP and delivered to the GSA EIS Program Management Office (PMO).  
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Design Guidelines 
MetTel focuses on developing accessibility design guidelines for use and reference 

by our internal software development teams, MetTel consultants, and preferred 

providers. The guidelines will be updated as tools are identified for developers and 

implementers to use in the design, development, and testing of the business 

applications. MetTel will use these guidelines in discussions with providers and 

developers to ensure that the MetTel services for EIS will maintain compliance with 

Section 508. These guidelines will be reviewed and updated at least monthly and will be 

addressed as part of each project’s monthly review with the EIS PMO. 

Training 
Training may be delivered via meetings and briefings, classrooms, seminars, 

instructor-led and non-instructor online Web-based self-study, and through manuals or 

desktop guides. For training delivered via meetings, briefings, classrooms, and 

seminars, assistance such as signers and Braille products will be provided to disabled 

trainees when requested in advance by the Agency involved. For training delivered via 

instructor-led and non-instructor online Web-based study, the same capabilities 

provided for Internet reporting shall be provided to disabled trainees. For self-study and 

manuals or desktop guides using audio/video tapes, CD-ROM, or DVD, MetTel will 

comply with the relevant provisions as shown in Exhibit 3-1. 

 

 

 

 

The MetTel PM will be responsible for managing the development of MetTel-offered 

EIS service training, documentation, manuals, user guides, audio/visual tapes, CD 

ROMS, and DVDs for disabled users as defined in Agency Task Orders (TO). 
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MetTel will continue to work with service providers and vendors to explore ways to 

participated in programs focused on accessibility and Section 508 compliance. 

Subpart C, Functional Performance Criteria 
MetTel is committed to providing services that meet the needs of disabled 

employees and citizens’ AT. Agencies may have a variety of disabled users, accessing 

a variety of systems, equipment, and applications using a variety of EIS services. 

MetTel seeks to ensure that disabled users are satisfied with our service offerings. 

MetTel has identified the following as key principles in meeting the needs of disabled 

users of MetTel services. 

• Support specific Agency requirements for users 

• Provide equivalent access to auditory and visual content based on specific 

Agency requirements 

• Provide interoperability and compatibility with AT and include complete keyboard 

access when applicable 

• Provide context and system orientation when and where needed 

• Follow Section 508 specifications and guidelines to ensure compliance and 

confirm services meet requirements. 

 

 




